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EXECUTIVE SUMMARY

The perpetrator of the 15 March 2019 Christchurch terror attack filmed and “live-streamed”
(broadcast via the internet) his attack. Subsequent videos were copied, modified, and
widely disseminated online. The videos significantly increased the scale of the terrorist
effect.

Significant work has taken place with the aim of preventing the spread of this kind of
violent objectionable content online in connection with a real world terror attack. In this
investigation, our focus was on the online components related to the terror attack, not
the terror attack itself. We refer to the kind of widespread dissemination of objectionable
content such as that which related to the terror attacks of 15 March 2019 as an objection-
able content crisis (OCC).

This report deals with two inter-related but distinct topics, which we address in two parts:

1) Part 1:in light of the terror attacks in Christchurch of 15 March 2019, are the chang-
es made by Facebook, Google/YouTube (Alphabet), and Twitter sufficient to prevent
or mitigate the risk of similar objectionable content being created, accessed, and
shared at similar scale? Part 1 has been carefully scoped to narrow our investigation
and these scoping decision are explained in an appendix.

2) Part 2: Nation States are increasingly proposing that the activities of digital platform
companies such as Facebook, Twitter and Alphabet should be regulated. Some of
this is a direct response to the 15 March terror attack. What is the broad direction of
regulatory travel, what are some pros and cons of the various proposals, and what
does good regulation look like?

Part 1 primarily relates to the changes implemented in response to the online prolifer-
ation of audiovisual content that formed part of the 15 March terror attack. It also con-
siders the platforms’ relationships with users and other platforms. Part 2 considers how
nation states are using the law to regulate the way that platforms interact with their users.

In Part 1, we conclude that the platforms have adopted a range of collaborative measures
which are likely to be very effective at mitigating or preventing future objectionable con-
tent crises (OCC) of the kind that occurred on 15 March 2019. However, these measures
are unlikely to entirely prevent all future OCCs.

All the measures introduced have trade-offs and limitations. It will be a matter of ongoing
refinement as to how these are to be balanced against efforts to improve the efficacy of
future OCC responses. The best way of ensuring that this balancing process supports the
public interest will be to invite independent scrutiny and assessment of how the mea-
sures are being implemented. By way of summary and conclusion we note:

« Multi-platform collaborative measures play the greatest role in enabling platforms
to rapidly classify and intervene in new objectionable content during an OCC. Con-
versely, platform collaboration presents risks to human rights and requires mea-
sures to enhance auditability and transparency of such collaborations.



* The most effective measures of limiting an OCC are: the Global Internet Forum to
Counter Terrorism (GIFCT) Content Incident Protocol (CIP) and the use of the GIFCT
shared hash database. The greatest limitations of the CIP and the shared hash da-
tabase are the ways that they use automation to remove content rapidly, creating
risks of unjustifiable and inscrutable content removals. Further, there is a risk that
these mechanisms could be abused by the platforms or by the influence of nation
states. While transparency measures are an important safeguard, transparency is
difficult to achieve these systems must maintain some secrecy in order to avoid
gaming or abuse by perpetrators.

+ In situations where a crisis falls short of the activation requirements for a CIP, the
two crisis response protocols developed by GIFCT and tested through tabletop ex-
ercises with government and civil society will play an important role. It is difficult to
assess the effectiveness of these response protocols from an external perspective.

« Platforms must remain focused on enhancing the speed with which they can reli-
ably detect and classify content.” For this reason, ongoing improvements in content
moderation systems are an essential prerequisite for responding to an OCC. Impor-
tantly, the speed with which these systems can classify content should not come
at excessive cost to the accuracy and reliability of these systems. Investors could
support the improvement of content moderation systems by advocating for mea-
sures which enhance transparency and support the development of shared bodies
of expertise in how content moderation is conducted at scale.

We are not persuaded that any changes by the platforms to decrease the accessibility of
livestreaming services will have a significant impact in limiting future OCCs. We also note
that the trade-offs of limiting public access to this technology are significant.

The platforms are all constantly engaged in a range of improvements to their content
moderation systems and procedures. These improvements are fundamental not just to
the platforms’ ability to respond to crises, but also to their basic viability as platform busi-
nesses for receiving and delivering user-generated content. It is impossible to accurately
catalogue and assess each of these across the three companies from an external per-
spective. This is one reason why we endorse regulatory approaches which standardise
and formalise transparency and auditing metrics around platform content moderation.
This would produce reporting data that can support external analyses of the kind we have
undertaken here.

While the platforms have made a range of changes to respond to the 15 March terror
attack OCC and similar events, we observed frequent calls for platforms to be more trans-
parent about the methods they have adopted. In particular, there were frequent calls to
enhance independent researcher and auditor access to key institutions and datasets, in-
cluding the platforms themselves and the GIFCT. We note thatin July 2021, GIFCT released
a human rights impact assessment of itself as well as announcing a range of new initia-
tives. We have not examined these in detail, but they appear to provide a useful platform
for future improvements.

1. We use “classify” in the sense adopted by Gorwa et al as being related to assigning content into particular
categories for moderation purposes. See Gorwa R, Binns R and Katzenbach C, ‘Algorithmic Content Modera-
tion: Technical and Political Challenges in the Automation of Platform Governance’ (2020) 7 Big Data & Society
2053951719897945.



In Part 2, we identify the current trajectory of regulatory controls on online content mod-
eration — that is, the aggregate direction of current and emerging content moderation
regulation (specifically legislation). We also carry out an analysis of this trajectory. Our
conclusion is that the strongest case for regulation requires transparency and auditability
of content moderation systems. We cannot endorse content-specific standards in regula-
tion, unless these are linked to content which is already illegal (for example, child sexual
abuse material or an incitement to violence). We also urge caution about heavy handed
or punitive approaches imposed on platforms that incentivise content moderation prac-
tices that are inconsistent with human rights, unjustifiably rely on automation, or fail to
consider perverse incentives.

The trajectory we identified for the development of online content moderation regulation
is:

States are increasingly looking to regulate social media content

1. The activity of the platforms is beginning to touch upon the interests of nation
states. It is also beginning to affect the rights and interests of citizens within those
states’ sovereign jurisdictions. These states therefore have a legitimate interest in
regulating the platforms, insofar as all states can justifiably limit some human rights
and interests in order to protect other human rights and interests. A core constraint
here is that states may only limit human rights in a manner that itself complies with
human rights norms and principles. We expand upon this below.

2. The predominant trend in regulation is toward the use of legislation (ie use of law)
to control how the platforms moderate content. It is difficult to extricate regula-
tion that affects content moderation from other areas of law and policy, such as
antitrust, privacy, the use of Al systems, “honest advertising”, election interference,
misinformation, and other areas.

Human rights create the appropriate framework for saying what “good” and “bad”
looks like in this emerging area

3. Content moderation is an emerging area. As such, there are few established assess-
ment standards. While the human right to freedom of expression is an old topic, the
introduction of digital platforms raises many new issues. As a result, consensus is
still emerging on two points:

a. How should the platforms be moderating particular kinds of content, partic-
ularly in a global context? This question has a procedural element as well as
a substantive element. Specifically, it asks what kinds of content should be
impermissible, but it also asks what procedures should be followed by plat-
forms and by states in moderating that content. This makes regulating difficult
because it is difficult to clearly and specifically identify and then say what we
want platforms to do and how they must do it.

b. What is the proper role of government when it comes to using law to influence
how the platforms moderate content produced by users? Many proposed laws
set a role for governments in directing the platforms to moderate contentin a
particular way. Because the appropriate role of a government in this situation
is not clear, itis difficult to say whether these proposed laws allocate appropri-
ate rights and responsibilities to platforms, states and users.



4. Our research indicates that there is widespread support from across the spectrum
of stakeholder groups for turning to human rights instruments, principles and juris-
prudence to generate greater consensus on the questions we outline above. The
UN Declaration of Human Rights (and various associated instruments) outlines a
universal set of standards which are intended to manage the relationships between
the rights of individuals and states (and increasingly, commercial entities). Human
rights instruments set out a widely agreed statement about what can and should be
done by States when it comes to balancing the rights of individuals, including both
users of platforms and the platforms themselves. There should be ready agreement
that regulation which undermines human rights without justification is undesirable.
Equally, regulation which requires the companies themselves to undermine human
rights is also undesirable.

Human rights can be justifiably limited and balanced, but only according to human
rights principles

5. Human rights jurisprudence sets out ways for states to justifiably limit human rights
in order to protect other interests. In summary, to limit the human rights of individ-
uals using law, states must comply with the principles of legality, legitimacy, necessity
and proportionality.

6. Much of the enacted and prospective regulation has the potential to limit a range of
human rights. For this to be justifiable, the regulation must be in accordance with
human rights principles in the following ways:

a. Pursuant to the principles of necessity, proportionality and legitimacy, there
must be a demonstrable connection between a proposed regulatory inter-
vention and an adverse outcome to a legitimate interest protected by human
rights instruments. These adverse outcomes should be real (not hypothetical)
and significant enough to outweigh the harms caused by limiting a human
right. This means that states must be able to: persuasively show that the thing
they are seeking to limit is causing a real adverse outcome; of the kind the
state can legitimately protect against under human rights law; that state in-
tervention is necessary to avoid the adverse outcome; that state intervention
will in fact mitigate or avoid the adverse outcome; and that there are no less
invasive methods available to achieve the same effect. To put it bluntly, States
have to show that particular content is truly undermining peoples’ human
rights - it is not enough to point to a vague connection between content and
an alleged or hypothetical harm. For some types of content this will be easy,
but for others, it will not.

b. Pursuant to the principle of legality, it is extremely difficult to articulate clear
and reasonably unambiguous categories of content. This means that, even
if States have a clear idea of the kind of content they are targeting, it will be
difficult to use language to articulate that category in a predictable way. Fur-
thermore, even in a best case scenario, the assessment of whether content
falls into a category will involve complex matters of fact and law that must
be resolved on a case-by-case basis, require time and resourcing by the plat-
forms to apply correctly, and still presents significant risk of error. Even where
these categories can be applied correctly, the principle of legality still requires
procedural rights of review and appeal to legal bodies. As such, the potential
volume of legal cases generated by compliance with a regulatory regime may
be enormous.



7. In some cases, a human rights approach means that states should not intervene

to prevent harm. In other words, a person might harm another person (e.g. by an
action or utterance), but preventing this would be a breach of human rights by the
state. This proceeds from the starting point that the general ability to act, speak, and
think is essential to human dignity, and therefore protected by human rights instru-
ments except in narrow circumstances. A human rights approach is concerned with
the appropriate balancing of various adverse outcomes, not the total avoidance of
harm. If states wish to justify regulatory interventions, then the best thing they can
do is to support empirical work exploring the connection between particular types
of content and real adverse outcomes. This is necessary to perform the balancing
exercise which is core to human rights approaches.

Some of the regulatory proposals we examined would require the platforms to sys-
tematically breach the human rights of their users, for example by creating compli-
ance conditions that are so strict and punitive that platforms are simply unable to
moderate content according to human rights principles. This often proceeds from
regulators and politicians holding unjustified confidence in the capabilities of auto-
mated content moderation systems. There is widespread opposition from a range
of groups across the stakeholder spectrum towards most of the regulatory propos-
als we examined, particularly toward Australia’'s Abhorrent Violent Material amend-
ments and the EU “24 hour” terrorist content proposal. We believe this opposition
is justified. We also found cautious and appropriate support from human rights
bodies for other regulatory proposals, particularly the EU Digital Services Act.

If states pursue regulation of online content according to the worst features of the current
trajectory — that is by using legislation to prohibit broad categories of expression which
is not illegal, or by imposing unrealistic compliance conditions — then we anticipate the
following negative outcomes:

1.

More unjustified automated takedowns of content, including higher rates of false
positive takedowns by algorithmic systems that embed human social biases.?

More frequent objections by human rights bodies.

Extensive litigation between platforms and users, between platforms and govern-
ments, and between users and governments.in a range of different courts and tribu-
nals globally.

Continued public outcry against platform content moderation, but on different
points. If transparency obligations are not enhanced and implemented, then much
of this public outcry will remain situated around anecdotal cases, fuelling outrage
without offering meaningful opportunities for insights and progress.

A potential exodus of users, whether away from the platforms entirely, toward
other platforms, or toward the encrypted applications offered by these platforms
and others.

2. Shenkman, C., Thakur, D., Llansd, E. (2021) Do You See What | See? Capabilities and Limits of Auto-
mated Multimedia Content Analysis. Center for Democracy & Technology. <https://cdt.org/insights/
do-you-see-what-i-see-capabilities-and-limits-of-automated-multimedia-content-analysis/>.



6. Handing powers to states that leads to abuse in particular cases, or more wide-
spread abuse generally, as the relationship between platforms and governments
becomes tighter and the threat of sanctions greater.

7. The global legitimisation of regulatory regimes that empower states to use digital
infrastructure to suppress free expression, free association, and free thought, and
to identify individuals. This will result in authoritarian states increasing their uptake
of such regulatory regimes. By adopting similar legislation, democratic states will be
taking a position that weakens their ability to oppose this behaviour in other states.
This is because they can be justifiably accused of adopting that behaviour them-
selves by limiting the human rights of their citizens.

8. An increased pressure on platforms to moderate their software and processes ac-
cording to local conditions, with the risk that they become extensions of state power
with the digital tools to suppress human rights of expression and association at
digital scale.

Historically, states have been the greatest threats to the human rights of individuals. This
is still the case globally, including in liberal democracies, and despite the widespread
acknowledgement that businesses can also influence human rights conditions. For this
reason, taking a human rights approach to platform content moderation will frequently
lead to the conclusion that states must restrain themselves from passing regulation that
threatens human rights. In many cases, for the platforms to really take a human rights
approach, they may be required to resist state action, insist upon proof that content is
undermining other human rights interests, and to insist on legal and procedural rights
that protect platforms and users and restrain the power of the state.

Because states pose a threat to the human rights of privacy, freedom of expression and
freedom of association (as well as a range of other human rights), it is worth considering
the merits of non-state regulatory options, as well as non-legislative regulatory options.
These non-state options do not have to be purely self-regulatory. Regulation can also
include the kinds of coordinated interventions we identified in Part 1 of our research
(ie, the GIFCT CIP and the shared hash database). If considered through this lens, many
“regulatory” interventions have already occurred independently of state action. From a
human rights protection approach, it may be preferable to deal with the potential harms
of inadequate content moderation through non-state regulatory responses, rather than
regulatory responses led by states. It is worth giving some of these existing non-state
regulatory mechanisms time to operate, especially because they may also illustrate what
works well and does not work well when it comes to state regulation.

The issue of platform content moderation will become one of the defining legal and so-
cio-political issues of our time, if it has not already. It deserves, and is building, its own
body of specialist expertise which stretches across a range of academic disciplines and
governance areas. Content moderation is effectively a new label for an extremely old
political debate which goes to the core of the political relationship between the individual
and the state, which is: what are people allowed to say or think, what can they read or
watch, and who gets to decide? This makes it a fraught and volatile issue prone to rash
reactions and uncomfortable complexities.
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Against this context, there are two means of generating consensus among people and
groups who disagree. Our conclusions are that people wishing to see platform content
moderation develop in ways conducive to the public interest should pursue the following:

1) Encourage and support empirical investigations that build a better evidential foun-
dation for describing how content moderation is currently conducted, what effects
it produces, and how it might be improved. This will include greater access to and
transparency by platforms with respect to the roles of independent researchers and
audit bodies.

2) In assessing what should or should not be done, adhere to tried and tested legal
and political frameworks such as those created by human rights instruments and
jurisprudence. These instruments are the product of long and arduous processes of
consensus building across a range of social and political groups, and they contain a
range of shared foundational insights that can help to shape future discussion.

Based on our limited investigations, and applying human rights principles, our conclusion
is that the best kind of regulatory approach is to implement measures that enhance the
transparency and auditability of platform content moderation systems and processes.
When directed toward transparency and auditability, regulatory approaches of this kind
are sometimes accompanied by procedural rights of appeal and review for users against
platforms’ content moderation decisions. The Digital Service Act proposal advanced by
the European Union appears to do the best job of adopting such features, although it is
not clear yet how these will be implemented.

We do not endorse regulation that dictates to the platforms what content should be pro-
hibited or taken down (beyond existing legal restrictions against illegal expression such
as, without limitation, child sexual abuse material, and incitement to violence).

If states were to introduce regulation that standardised transparency reporting around
platform content moderation, and which opened up these systems to independent scruti-
ny, it would have far-reaching effects. For example, it would provide independent groups,
such as human rights and civil society organisations, with tools to ensure that content
moderation is being conducted with a view to the public interest and in accordance with
human rights principles. It would have the effect of bringing platform content moderation
further toward public influence and oversight, while mitigating the risk that the platforms
become digital infrastructures for enhancing state control over users’ human rights and
freedoms.
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PART 1: CHANGES MADE BY THE
PLATFORMS IN RESPONSE TO THE
CHRISTCHURCH TERROR ATTACK

Introduction

The perpetrator of the 15 March 2019 Christchurch terror attack filmed and “live-streamed”
(broadcast via the internet) his attack. Subsequent videos were copied, modified, and
widely disseminated online. The videos significantly increased the scale of the terrorist
effect.

We refer to this kind of widespread dissemination of objectionable content as an
objectionable content crisis (OCC).

In response, there has been a significant effort to prevent this kind of spread of violent
objectionable content online from occurring again, although we note that some initiatives
pre-date the attacks.

In Part 1, our brief is to investigate the changes made by Twitter, Facebook and Alphabet
(together, “the platforms”) following the 15 March 2019 OCC. The core inquiry is whether
these changes are sufficient to prevent or mitigate the risk of similar objectionable con-
tent being created, accessed, and shared at similar scale in the future.

Changes made by the platforms to mitigate future OCC are the focus of Part 1 of this
report, by contrast with the wider area of “content moderation”, which is investigated in
Part 2.

In relation to Part 1, the following scoping decisions have been agreed with the investor
group (we explain them in more detail in an appendix to this report):

« Our analysis does not examine the question of how the platforms contributed to
the terrorist’s radicalisation, his radicalisation to violence, or the real world terror
attacks.

+ Our analysis excludes matters relating to the terrorist's manifesto.

+ Our analysis excludes other social media platforms such as Reddit, 4Chan, 8Chan. It
also excludes the file hosting websites hosting the manifesto.

« Our analysis in Part 1 excludes government agencies and the topic of government
regulation (we deal with this topic in Part 2).

With this in mind, we have approached the inquiry directly through the following question:

Will Facebook, YouTube, and Twitter be able to prevent or mitigate the next
objectionable content crisis?



Key ﬁndings and assessment

During and after the March 15 terror attack, there was a rapid upload and transmission
of a wide variety of digitally novel objectionable content within a very short space of time.
We refer to this as an objectionable content crisis (abbreviated to “OCC” hereafter) to reflect
that the quantity, variety, and frequency of uploads created an extreme outlier scenario.?
Individual users acted separately and in coordination to exploit the time delay inherent
in the content moderation process in order to continue uploading attack-related content,
and ultimately move faster than content moderation processes could move.*

At the time of the 15 March terror attack, all the platforms had content moderation
processes in place for limiting the spread of objectionable content.

These processes rely on a variety of mechanisms to detect, categorise (or classify),
and database new objectionable content after it is uploaded or transmitted within
the platform for the first time.

After classification, automated systems can be used to automatically prevent at-
tempts to upload or transmit identical copies of the information. However, there
is a delay between the point in time that objectionable content is first uploaded to
the platforms, and the point in time at which identical copies of that content can be
automatically removed or prevented from being published.

This delay is the main vulnerability in the platforms’ ability to prevent the mass
dissemination of objectionable content. This means the most important changes
for preventing or mitigating the scale of future objectionable content crises will be
changes that reduce the time delay between first upload and categorisation. Chang-
es which do not reduce this time delay or enhance the accuracy and reliability of
content classification are unlikely to be measurably effective.

The investor group should understand the following about how content moderation is
conducted at scale in digital platforms:

When a digitally novel piece of content is uploaded for the first time, it is difficult
(and sometimes impossible) to accurately detect and remove it using only auto-
mated tools. Detecting new objectionable content still requires human involvement
most of the time.

These humans (including both platform users and employees) cooperate to locate
possibly objectionable content and assess it - taking account of its contents and
context.

After this assessment, the platform content moderators may then categorise or
classify the content as objectionable in some way. If an objectionable classification is

3. We do not rule out that such a scenario could have been anticipated, but we note the repeated
comments made by the New Zealand Royal Commission of Inquiry that illustrate the attacker's commit-
ment to “operational security” and his notable determination and commitment.

4. We note the platforms took a range of unprecedented actions to respond, including by suspend-
ing ordinary content moderation processes (YouTube) and by using novel detection methods, such as
detecting resemblances in audio rather than video (Facebook).
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given to the content, the content (and the users transmitting it) may then be subject
to one or more moderation actions. This may include creating a “digital fingerprint”
of the content, known as a “hash”, then uploading this fingerprint to a database.

+ Only after the content is classified according to content moderation standards will
the platforms’ automated tools be able to prevent and remove all other digitally
identical versions of the content from being uploaded or transmitted within the
platforms. This whole process takes time to do accurately.

In the case of the 15 March terror attacks, copies of the original video were malicious-
ly modified and distributed to create digitally novel content that would not be detected
by the automated moderation systems.® In addition, users and organisations engaged in
news reporting were also creating and sharing digitally novel versions of the video, even
though they may have had no malicious intent. This made it difficult to constrain the
spread of objectionable content during such a condensed period, particularly in combi-
nation with the increased levels of internet traffic and user attention focused on the 15
March terror attack.

To be clear, the platforms can efficiently locate, block, and remove content at scale once
it has previously been classified as objectionable and logged in their databases.® Howev-
er, content that is digitally novel and has never been classified cannot be detected and
moderated at the same speed. When the Christchurch attacks occurred, the original lives-
tream had not been classified, and neither had any of the hundreds of modified versions
that appeared subsequently.

We reiterate that the essential question for this assessment is whether the platforms have
materially improved the speed and accuracy of their processes for detecting, categorising,
and databasing novel objectionable content, particularly under crisis conditions. More
specifically, the question is whether these improvements have sufficiently reduced the
moderation time delay to withstand OCC conditions. Reducing this time delay is the criti-
cal outcome that will mitigate the scale of future content dissemination events similar to
the 15 March 2019 OCC, even if it cannot prevent them entirely. In summary, we conclude:

* The measures introduced by the platforms have a high likelihood of significantly
mitigating the scale and extent of future objectionable content crises.” They have
taken steps to increase the speed and coordination of their shared responses, al-
lowing them to more quickly detect new content and accurately classify it as objec-
tionable, and then apply automated means to detect and remove it, as well as block
identical copies at upload.

5. The original livestream video was deliberately turned into memes by online communities. See the
following for some examples: Wegener F, ‘How the Far-Right Uses Memes in Online Warfare’' (GNET)
<https://gnet-research.org/2020/05/21/how-the-far-right-uses-memes-in-online-warfare/> accessed 13
April 2021.

6. The public frequently questions why the platforms can act on copyright content so much faster than
other kinds of content. This is because certain types of copyright content have already been classified.
It is thought that platform systems for identifying copyright infringement are based on similar “hashing”
techniques to those deployed through the GIFCT shared hash database.

7. By “"mitigate” and “scale”, we mean reducing the total number of people who access or are exposed
to objectionable content via the Platforms. Nevertheless, there remains a small risk that this number
may be high in uncommonly bad cases.
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* The platforms are highly unlikely to absolutely prevent the next objectionable con-
tent crisis.® It is difficult to classify content using automated tools and techniques,
whether at the point of upload or at any point afterwards. Once new content has
been uploaded there is an unavoidable delay before it can be accurately classified as
objectionable, particularly if the platforms are expected to apply human rights prin-
ciples that require the balancing of potentially competing interests. The platforms
cannot eliminate this time gap entirely. Further, most current automated systems
require a degree of human supervision (both as a matter of pragmatism and prin-
ciple). The best the platforms can do during an OCC is to detect and classify novel
content as quickly as possible after it appears on one of the platforms, then apply
digital systems to automatically take down identical copies automatically thereafter.

* There is effectively no measure the platforms can introduce that could entirely pre-
vent user exposure to violent objectionable content until that content has first been
classified. While they play a critical role, automated systems offer imperfect solu-
tions with significant trade-offs.? Even state of the art automation systems cannot
currently identify which content is objectionable with total accuracy, and such ad-
vancements are not a realistic prospect in the foreseeable future. Automation can
and should be improved, but all plausible automation systems that try and cate-
gorise new content will still have an error rate - e.g they are likely to remove some
amount of non-objectionable content, while also erroneously permit some amount
of objectionable content. The degree of error that is acceptable in either direction is
a question of trade-offs between competing socio-political values.™

« The platforms continue to make reasonable efforts to reduce the extent of future
objectionable content crises, given the measures they have taken in response to the
complexity of conducting content moderation processes at scale under OCC condi-
tions. The platforms’ most effective changes focus on the essential problem identi-
fied above - the classification time delay. Some of the other changes made by the
platforms are likely to exert only a weak or indirect influence on the core problem,
and are otherwise unlikely to have any immediate measurable effect on preventing
or mitigating a future OCC.

+ Itis generally sensible to assume that more funding and resources directed at any
strategies that reduce the classification time delay will help to mitigate future OCC.
This includes research into automated tools for detection and classification, increas-
ing the total number of human moderators employed, and system-wide innovation
- like partnerships with diverse community groups that can expedite and improve
the accuracy of the content moderation process.” While the platforms have all in-
creased their funding and resources for content moderation processes, we cannot
say what amount of funding is reasonable, in part because this assessment rests
on matters that cannot be known: for example, we cannot predict the likelihood of

8. This takes “prevent” to mean that no person will be exposed to objectionable content produced
during a real-world attack. We note from advisory materials provided to us by GSNZ that the institu-
tion’s “long term goal” is “No further online sharing of objectionable content through the platform.” This
is a practically impossible standard to meet.

9. The automation has a high error rate of both false positives and false negatives. This often has
discriminatory effects.

10. We explore this question of trade-offs in use of automation in more detail in Part 2, to the extent
that regulation requires the use of automation in order to achieve compliance with content standards.

11. We note that the importance of having diverse experience and expertise within content modera-
tion teams has been emphasized by the UN Special Rapporteur on the Right to Freedom of Expression.
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scientific or technological developments in automation research; we also cannot
accurately compare the current state of content moderation as a whole with any
hypothetical future state, in part because the current state is opaque and difficult
to investigate. The same is true for the total number of content moderator employ-
ees. Questions of sufficiency and reasonableness will also depend upon personal
perceptions of the wider problem area (specifically, the proliferation of “harmful
content”) and which values should be prioritised when managing trade-offs.

The platforms might have been better prepared for an event like the 15 March terror
attack. However, some misconceptions persist around how they may have contributed to
the scale of the event. It is important to resolve these at the outset so that they are not
given undue weight, since changes focused on these areas may have little effect on the
extent of future OCCs:

Thereislittle to indicate that objectionable content linked to the terror attacks spread
on the platforms because of inadequacies in the way content moderation guidelines
were set. There is no doubt that the 15 March objectionable content breached the
content standards of all three platforms.'> Moreover, content did not spread on the
platforms because of lenient attitudes toward freedom of speech or expression.

An important feature of the OCC that followed the 15 March terror attack was the
way online communities deliberately took steps to circumvent automated content
moderation systems to enhance the content’'s spread. The platforms have taken
steps to deal with such behaviour, however we anticipate that determined actors
and the online communities that support them will continue to exploit the platforms’
content moderation systems in whatever way they can discover. This is a known
feature of online right wing extremist behaviour, and internet criminality generally.
Moreover, the huge amount of legitimate news coverage of the event will also have
resulted in the proliferation of new copies of the video. It is not clear how to prevent
such news coverage legally or technically, or whether it is desirable to do so.

Similarly, many people assume that the original livestream of the 15 March terror attack
was the major contributor to the OCC, and underestimate the role of the many subse-
quent videos and other files that were derived from the livestream. More specifically:

The original livestream made a smaller contribution to the scale of the OCC in quan-
titative terms than is popularly believed. Facebook has shared data illustrating that
the livestream was seen by far fewer people than subsequent content produced
from the livestream. Most dissemination of objectionable content was achieved
through the subsequent upload and download of non-livestreamed video files. De-
spite this, much policy, regulatory, and legislative attention has been unduly direct-
ed at the activity of “livestreaming” (including explicitly within the Christchurch Call).

Similarly broad dissemination of objectionable content probably could have been
achieved without livestreaming, through conventional upload of a video file to a
cloud file hosting site.'® It is even plausible that the perpetrator could have recorded

12. This point is made forcefully in: Douek, E ‘Australia’s “Abhorrent Violent Material” Law: Shouting
“Nerd Harder” and Drowning Out Speech’ (Social Science Research Network 2019) SSRN Scholarly Paper
ID 3443220 <https://papers.ssrn.com/abstract=3443220> accessed 6 April 2021.

13. Links to this could then have been distributed online through the use of scripts, accomplices, or both.
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the video to his mobile device, paused during the attack, and uploaded the video to
a file sharing website for further distribution.

+ Nation states, media, and the public frequently conceptualise the 15 March objec-
tionable content as “the video”, “the livestream”, or words to that effect. This creates
the impression that there was only a single digital artefact for the platforms to clas-
sify and moderate. In fact, there were hundreds of unique videos, each containing
thousands of objectionable frames (individual images that could be distributed sep-

arately).™

* The 15 March OCC featured the rapid creation, upload, and dissemination of large
volumes of non-livestreamed video files. This attacked the same fundamental weak-
ness as the livestream itself - the relatively brief but unavoidable time delay inher-
ent in the process of detecting, classifying, and databasing new content.

Which measures will be most effective at mitigating an OCC?

The most effective means of dealing with violent extremist material during an OCC come
from cross-platform collaboration efforts. Some of these efforts are based around collab-
oration with other multilateral international bodies, including the United Nations and the
European Internet Forum. Most of these multilateral bodies pre-date the Christchurch
attacks. Twitter, Facebook, and Google/YouTube are core partners, founders, funders,
members, and supporters of many of these collaboration efforts."™

The following mechanisms and interventions exact the most direct mitigating (and to a
lesser extent preventative) effect on the scale of any future OCC. These interventions
merit the most attention when advocating for further improvements and transparency.

In accordance with the Christchurch Call, the Global Internet Forum to Counter Terror-
ism (GIFCT) has introduced a new Content Incident Protocol. The CIP was developed as
a response to the events of the 15 March terror attack and resulted from a commitment
made by the platforms under the Christchurch Call. The protocol aims to thwart the online
proliferation of content produced by a perpetrator during a real-world attack.

When a CIP is declared, the platforms coordinate to rapidly classify content produced by
a perpetrator or accomplice. Once content has been classified, “hashes” — unique digital
“fingerprints” — are rapidly added to a shared database. As part of a CIP, continuous com-
munication is also established between the platforms:'

By declaring a CIP, all hashes of an attacker’s video and other related content is shared in
the GIFCT hash database with other GIFCT member platforms. Furthermore, a continuous
stream of communication is established among all GIFCT founding members to identify
and address risks and needs during an active CIP. The CIP is a multi-step process, including
a decision to activate the CIP, communication of that decision, a review of content assets,

14. 6.8% of hashes in the GIFCT shared hash database relate to the Christchurch attacks. Hashes from
two other attacks where a CIP was activated represent 2% and 0.1% respectively.

15. Facebook, Microsoft, Twitter and YouTube Announce Formation of the Global Internet Forum to
Counter Terrorism. (n.d.). Blog.Youtube. Retrieved 1 April 2021, from <https://blog.youtube/news-and-
events/facebook-microsoft-twitter-and-youtube/>.

16. Crisis Response. GIFCT. Retrieved 5 April 2021, from <https://gifct.org/crisis-communications/>.
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and other steps, to inform GIFCT member companies and relevant governments about
content from the real-world event that may be manifesting online. A CIP ends with an offi-
cial “conclusion” determined by impacted GIFCT platforms once the volume of content has
noticeably decreased.

In what situations is a CIP activated?

The circumstances in which a CIP is activated are tightly constrained. The precise contents
and boundaries of the protocols are strictly confidential, to prevent them from being
exploited. This confidentiality makes external analysis of those protocols difficult and
creates a tension between preventing exploitation and the value that greater transparency
around the CIP would provide. We note that the parameters of the CIP have been tested in
atleasttwo sets of tabletop exercises with government and non-government participants.’

The CIP is only activated after an initial assessment process has been followed. This as-
sessment process has been initiated 100 separate times between March 2019 and No-
vember 2020.'® Of these, the CIP itself has been activated twice: first in response to the 9
October 2019 terrorist attack in Halle, Germany, and later in response to the 20 May 2020
terrorist attack in Glendale, Arizona." The activation of the CIP in these two cases should
reassure the investor group that the CIP can and does play a role in limiting the impact of
some OCC. We are persuaded that the CIP played a role in suppressing the objectionable
content of these two events, although we note that the volume of content produced by
both news media and adversarial online communities appears to be drastically smaller
than occurred around 15 March.?®

Limitations of the CIP

The CIP may not be activated for all content that the investor group considers objection-
able, including situations where a perpetrator livestreams audio-visual content during real
world violence. An example of this is the Nakhon Ratchasima shootings of 8 and 9 Feb-
ruary 2020, during which a soldier of the Royal Thai Army killed 30 people and wounded
57 others. During these attacks, the perpetrator livestreamed to Facebook intermittently.
In the absence of further information, the non-activation of the CIP suggests that the
criteria for CIP activation are narrower than “content produced by a perpetrator during
a real-world attack”. It is likely that to meet the CIP criteria, the content produced by a
perpetrator must itself depict actual on-screen acts of physical violence, where (to our
knowledge) the Nakhon Ratchasima livestream did not.?" It also appears the CIP assess-
ment process involves an assessment of how likely the content is to be virally spread.?

17. Tom Barraclough from Brainbox participated in exercises testing these protocols in Wellington,
New Zealand, in December 2019.

18. Crisis Response. (n.d.). GIFCT. Retrieved 5 April 2021, from <https://gifct.org/crisis-communica-
tions/>. We were unable to identify any more up-to-date figures.

19. ‘GIFCT Transparency Report, July 2020 <https://gifct.org/wp-content/uploads/2020/10/
GIFCT-Transparency-Report-July-2020-Final.pdf> accessed 5 April 2021.

20. GIFCT has shared percentages to indicate what proportion of content in the total shared hash
database relates to each attack: Christchurch perpetrator content represents 6.8%; Halle, Germany
perpetrator content represents 2%; Glendale, Arizona Perpetrator Content represents 0.1%.

21. We note that Facebook suspended the perpetrator's account, thus removing objectionable content
by means a content moderation different mechanism.

22. ‘Christchurch Call Community Consultation: Final Report’ (2021). <https://www.christchurchcall.
com/christchurch-call-community-consultation-report.pdf> accessed 14 April 2021.
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In addition, a CIP is unlikely to be activated for footage of real world violence that has been
captured by bystanders to an attack. As far as we know, the CIP will only be activated in re-
sponse to content created by the perpetrator or an accomplice. Recording by bystanders
may depict the same violent acts as recordings by a perpetrator,?®> and may have similar
traumatic effects on some viewers. Bystander recordings may also amplify the terrorist's
goal of publicising an attack, regardless of the bystander’s intent.

Questions around the distinction between perpetrator-led and bystander-led footage
frequently arise for the platforms.?* It is not always clear whether bystander footage is,
should, or will be classified as objectionable. Our best assessment is that each instance
of bystander footage is classified on a case-by-case basis. Even where emergency proto-
cols are not activated, content is still being moderated according to usual processes. If
bystander content is flagged by manual or automated systems and assessed as infringing
the platforms’ policies, it will be dealt with accordingly. We raise this aspect of the overall
subject because the restriction of emergency response protocols to perpetrator-or-ac-
complice footage is a potentially significant limitation on whether those protocols limit the
circulation of content that might otherwise be objectionable.?®

GIFCT has a shared database of “hashes”, or digital fingerprints of harmful content which
has previously been classified by the platforms as being “objectionable” in the manner
articulated in our brief. The database is now accessible by 13 different technology compa-
nies (expanded to 14 in July/August 2021).

The shared hash database was initiated before 15 March 2019, primarily in response to
religious extremist terrorist attacks in Europe across 2015 and 2016. GIFCT was initially
founded in June 2017 to house the shared hash database before becoming an indepen-
dent organisation with an Executive Leadership team and a 24-hour crisis response team
— a move that was accelerated through the Christchurch Call.?®

The shared hash database is a system for preventing the upload of content that matches
the digital fingerprint of content previously classified as objectionable. Once classified, it
can also be used to remove objectionable content which has been previously uploaded
that matches the hash. The database is made available to members of GIFCT to incorpo-
rate into their content moderation systems in whatever way they wish, and new platforms
can gain access to the database by joining GIFCT. The shared hash database is highly ef-
fective at identifying digital duplicates of infringing content.

The database has two broad limitations, both of which present trade-offs:

1) Institutional limitation: we identified repeated expressions of concern by commen-
tators about the oversight, transparency and auditability of this database, which is

23. Two recent examples are: the CCTV footage from inside the Christchurch Mosques; and bystander
footage of the aftermath of the shootings in Boulder, Colorado.

24. Australia's Abhorrent Violent Material draws a similar distinction, as does the CIP.

25. For example, consider the fact that there is a CCTV recording depicting the 15 March attacks from
inside the Al Noor mosque. It is not clear that the CIP would cover this in the event that this recording
was uploaded to the Platforms.

26. ‘Christchurch Call Community Consultation: Final Report' (2021) <https://www.christchurchcall.
com/christchurch-call-community-consultation-report.pdf> accessed 14 April 2021.

19



controlled by GIFCT. For example, there is no clear mechanism for challenging the
decision to add a piece of content to the database. Other concerns related to con-
sistency and transparency around the criteria for adding content to the database.
Because the database can be so effective at removing infringing content, this can
lead to harm if content is wrongfully removed rapidly, without notice and at scale.
Initially, the database was not to be used for automated takedowns, but it appears
this is increasingly how it is used by the companies.

2) Technological limitation: it is not clear how far the shared hash database can deal
with modifications to content that has been previously hashed. This is a significant
limitation of conventional hashing techniques. The database has substantially less
utility if it only identifies exact duplicates. For example, the 800 digitally unique vari-
ants of the 15 March livestream video would likely not have been identified by the
hash database unless perceptual hashing techniques were used. On the other hand,
if the database was limited only to exact duplicates, this would lower the risk that
content is wrongfully taken down because of broad but ultimately incidental visual
similarity to banned content.

At its annual summit in July/August 2021, GIFCT announced a range of new initiatives to
improve its shared hash database. GIFCT also released a widely acclaimed independent
human rights impact assessment of its organisation which it had commissioned, although
a detailed analysis of this assessment is beyond the scope of this brief.?’

Hashing is an area of ongoing technological research and development. The platforms are
supporting some of this research.? As part of this work, some new hashing techniques
that use image data may help capture content in situations where modifications have
been made, but the content is visually similar to content that has been previously hashed.
These techniques are referred to as “perceptual hashing”. We located research suggesting
that the GIFCT hashing database may already make use of perceptual hashing techniques,
but cannot confirm this given the opacity of the database.?

There may be trade-offs to adopting perceptual hashing techniques in the GIFCT data-
base. In particular, any digital system which assesses visual similarity between two pieces
of content may lead to a higher rate of false positives or false negatives. This risk is not
present if the hashing database is only comparing content at the digital level to identify
exact duplicates.

27. Available from: <https://gifct.org/2021/07/20/a-human-rights-based-approach-to-preventing-
terrorist-and-violent-extremist-exploitation-of-the-internet/>.

28. Facebook for example has “open sourced” some of its hashing techniques.

29. Gorwa, R, Binns, R., & Katzenbach, C. (2020). Algorithmic content moderation: Technical and polit-
ical challenges in the automation of platform governance. Big Data & Society, 7(1), 2053951719897945.
<https://doi.org/10.1177/2053951719897945>,
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The comparative strengths and limitations of the GIFCT shared hash database are a useful
illustration that:

« arange of techniques will be required when it comes to automated content moder-
ation systems;

+ there will be trade-offs in how these systems operate; and

« appropriate human oversight and auditing of those socio-technical systems will be
important for ensuring ongoing trust and confidence in those systems.

After the 15 March terror attacks, GIFCT and various governments collaborated to formu-
late two shared crisis response protocols. The first protocol relates to the Christchurch
Call and the second relates to the European Union. These response protocols are comple-
mentary to the Content Incident Protocol (CIP), but remain separate. The CIP is restricted
to the tech platforms themselves.

The full details of the Crisis Response Protocols are confidential. In general, they focus on
formalising standards of what constitutes an “incident”, implementing a response process
for such incidents, and opening communication lines between the platforms and with
government actors in order to make any response more effective. There is little publicly
available data about the Crisis Response Protocols, including when they have been fol-
lowed or not.

As a supplement to the narrower CIP, the Crisis Response Protocols will play an important
part in responding to any OCC that does not meet the threshold for CIP activation.

We also note that the platforms continue to run their normal content moderation process-
es, irrespective of whether measures like the CIP or Crisis Response Protocol are engaged.
For example, Facebook independently removed the account of the Nakhon Ratchasima
perpetrator, including the livestream and all other content he had generated.

Greater transparency around the Crisis Response Protocols would be useful, however
we acknowledge that it is difficult to facilitate access and auditing of these protocols by
external parties because of their role in responding to crisis conditions and their role in
law enforcement.

The Christchurch Call Shared Crisis Response Protocol is opted-into by signing on to the
Christchurch Call. To our knowledge, the protocol is not applied to countries who are not
signatories. This decreases the protocol’s effectiveness to the extent that it may not act
as a measure to suppress the distribution of objectionable content in some countries.
We are not in a position to suggest that membership of the Christchurch Call or access to
its Crisis Response Protocols should be expanded. That is because access to the Call and
the protocols is limited to countries that sign up to the values of the Christchurch Call. If
countries are unable to demonstrate a commitment to these values, then the Call's values
probably should not be compromised solely in order to expand membership.
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Less direct measures for mitigating an OCC

In our assessment, the multi-stakeholder collaborative efforts outlined in the section
above are most likely to be effective at preventing or mitigating an OCC. In this section we
describe a range of other measures that could be relevant to investor decision-making
and do play some role in mitigating an OCC. However, our conclusion is that these mea-
sures play a less direct role in responding to the unique conditions faced during an OCC.

Content moderation by the platforms is necessary but not sufficient for responding to
an OCC. At the time of the attacks, each of the platforms deployed a variety of content
moderation systems to limit the appearance of objectionable content on its application or
website. These systems involved both humans and computer systems working in cooper-
ation to moderate content.

Before content can be acted upon during an OCC, it must first (1) come to the attention of
content moderators through manual or automated “flagging” processes, then (2) be clas-
sified according to relevant policies. Only then (3) can any duplicate or sufficiently similar
material be automatedly identified, matched, and subject to a moderation action.

Many of the initiatives announced by the platforms since the OCC contribute to the en-
hancement of those three steps in the content moderation process. These include im-
provements to the resourcing, technologies, or procedures that relate to:

* human processes of content moderation;
+ technological processes of content moderation;

+ clarifying policies applied during content moderation or revising those policies to
alter their intended effect; and

+ implementing triage mechanisms which bring content to the attention of modera-
tors more quickly.

While broad improvements to content moderation systems will play a fundamental role in
preventing or mitigating an OCC, they are insufficient during such extreme circumstances.
Because of these findings, we have concluded there is limited merit to cataloguing and
analysing each change to content moderation systems made by the platforms that may
have some bearing on responding to an OCC, and have not included such a catalogue in
this report. There are also a range of pragmatic reasons, listed below, why such an assess-
ment would be of limited value. We explain these reasons because they also illustrate why
the regulatory approaches we recommend in Part 2 are desirable, because they would
facilitate this kind of cataloguing exercise:

+ To catalogue such changes effectively would require accounting for minor changes
to content moderation policies and practices which are not publicly available to out-
side groups for scrutiny.

* To catalogue each change would require us to account for the wide range of im-
provements being incorporated through the platforms’ research in machine learn-
ing and other automated techniques. In reality, each platform uses multiple differ-
ent machine learning models to recommend and moderate content.

22



* There is no way of forecasting the impact of many such changes, which frequently
are not solely related to an OCC, as the core subject of our investigation.

+ External transparency reporting does not assist and the volume of such reporting
is significant. The platforms frequently offer metrics to indicate how much content
they are removing, and what proportion of those removals occur before any person
has been exposed to that content. Unfortunately, this information is often unhelpful
without further context.

+ Even if sufficient data could be identified to understand how content is being mod-
erated, investigators would need a previous baseline against which that data could
be assessed. It is difficult to formulate a baseline for assessment when the scope of
the platforms’ policies is constantly changing.

+ Equally, it is difficult to assess the platforms content moderation efforts by
comparing them with other bodies (for example, other platforms, or other content
moderation and censorship bodies). The scale of the companies is enormous and
their products are unique (noting many of the platforms have more than one
product requiring content moderation). It would be difficult to find reasonable
comparison organisations whose performance could act as a comparative standard
for assessment.

Accordingly, cataloguing such changes cannot be reasonably completed within the scope
of the existing project, and regardless, would be of limited value. Nonetheless, we ac-
knowledge that the platforms have made important efforts to increase the transparency
of their content moderation interventions.

If the investor group wishes to monitor the effectiveness of content moderation chang-
es over time, the best ways of doing this are by seeking out existing audits of platforms’
self-assessments through independent bodies, or critical analysis by independent re-
searchers.?® This is one reason why, in Part 2, we endorse regulatory approaches which
enhance transparency and standardise reporting on how content moderation is being
conducted.

It is important to bear in mind that much of the public commentary about failures in con-
tent moderation relate to individual cases: these are only a loose indicator of whether the
platforms are moderating content correctly according to their policies at scale. Further,
they are often reported in news media or on social media in ways that do not give a full
appreciation of either the relevant policies involved, or the full facts of the individual case,
nor whether complaints and reporting processes were followed by the complainant. We
therefore caution against pointing to individual failures of content moderation systems as
being evidence of wider systemic flaws without careful investigation.

All the platforms have committed significant research funding toward technical and social
methods of countering violent extremism, and towards countering extremist use of tech-
nology platforms. In addition, the platforms are heavily invested in the development of
artificial intelligence techniques that might enhance their ability to automatically detect
and classify content with greater accuracy and speed.

30. We note the role of the assessment processes through the Global Network Initiative and the EU
Code of Conduct on lllegal Hate Speech, discussed elsewhere in this report.
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GIFCT is also undertaking research through research partnerships with its own research
network (GNET), and other independent research bodies. While we are unable to offer
meaningful comment on whether the overall level of funding contributed is adequate, we
note that this funding has led to a substantial body of research.

We observed frequent calls to improve researcher access to the platforms for research
purposes. The investor group could consider adding its support to these calls for en-
hanced research access.

Both Facebook and YouTube implemented new policies that restrict access to livestream-
ing on their platforms under certain conditions. We have low confidence that these mea-
sures will prevent future OCC, materially reduce the scale of a future OCC, or prevent the
platforms from otherwise being exploited to disseminate objectionable content during an
OCC. In particular, we draw attention to comments made by Facebook’s Head of Global
Policy, Nick Clegg, regarding Facebook’s “one strike” livestream restrictions. At the 2019
Christchurch Call summit meeting in Paris, Clegg said that:*'

Those restrictions, if they had been in place at the time of the Christchurch atrocity, would
have prevented the terrorist from using his live account on that day.

We found no information in the report of the New Zealand Royal Commission of Inquiry
into the attacks to suggest that any of the individual's activity on Facebook was found to
have breached Facebook policies in the lead-in to the 15 March terror attacks.>? We cannot
see how Clegg's claim can be correct unless it is based on information that is not publicly
available - for example, information held by Facebook that the individual was sanctioned
for a breach of serious policy in the weeks or months preceding the attack. Unless such
a sanction occurred, the one strike policy would not have prevented the individual from
making use of Facebook Live.*

As such, it is not possible to conclude that the new Facebook Live policy would have pre-
vented the terrorist's ability to livestream the attacks as he did. Subsequently, we con-
clude that the policy would not prevent a future OCC in materially similar circumstances,
though it may have a preventative or mitigating effect in different circumstances.

31. ‘Facebook Says New Rule Would Have Stopped Christchurch Shooter Livestreaming’ (Stuff, 15
May 2019) <https://www.stuff.co.nz/national/politics/112756865/facebook-says-new-rule-would-have-
stopped-christchurch-shooter-livestreaming> accessed 14 April 2021.

32. We note the Royal Commission also closely analysed the individual's Facebook activity and con-
cluded that his activity would not have justified escalation by either New Zealand intelligence agencies
or Police.

33. This new policy effectively means that a breach of any of Facebook’s “most serious policies” results
in the user losing access to the Facebook Live service for a specified period: “We will now apply a ‘one
strike’ policy to Live in connection with a broader range of offenses. From now on, anyone who violates
our most serious policies will be restricted from using Live for set periods of time - for example 30 days
- starting on their first offense. For instance, someone who shares a link to a statement from a terrorist
group with no context will now be immediately blocked from using Live for a set period of time.”
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The preventative effect of any policies that restrict access to livestreaming functions will
be diminished by the following:

+ Itis possible that a potential perpetrator would be forewarned (by communication
from Facebook informing them of their policy breach) that they are temporarily
barred from livestreaming, and for what period of time.

« A sufficiently determined perpetrator can defer their attack until after a temporary
ban has expired.

* Many perpetrators will probably avoid committing any action that will breach a se-
rious policy, and therefore will never be banned from the use of Facebook Live.
For comparison, the Royal Commission noted the 15 March terrorist's commitment
to operational discipline, including conducting online activities in a way that would
avoid suspicion or detection.

According to the Royal Commission, the 15 March terrorist had other popular lives-
tream-capable applications installed on his mobile device.3* Using these, he could have
livestreamed elsewhere, with non-livestream versions of the video then able to be up-
loaded to the platforms for further dissemination in exactly the same way as occurred.
We understand that the attacker used an intermediary application (intended for capturing
user-generated sports videos) to record the video, rather than Facebook’s native lives-
treaming capabilities. In short, while livestream restrictions may prevent or delay some
future attackers from livestreaming on the platforms, they do not prevent the upload of
non-livestreamed copies of objectionable videos, or the use of the platforms to host links
to livestreams on other parts of the internet.

When it comes to helping investors assess their position on restrictions on access to
livestreaming, it is important to consider the human rights implications arising from any
situation where livestreaming is pre-emptively restricted without first demonstrating a
violation justifying that restriction. We do not endorse policies that restrict access to lives-
treaming arbitrarily. We expand on these factors in Part 2.

Trade-offs to consider when calling for further action

We conclude that the platforms are making reasonable efforts to mitigate the success of
future OCC. However, we are aware that the investor group may wish to call for further
action. In this section, we describe broadly what those further actions might be and briefly
outline the trade-offs introduced by advocating for such actions.

The platforms use automation in several different ways for content moderation purposes.
In the simplest sense they use it for matching digitally identical content with content that
has previously been classified as objectionable by a human moderator, so that all identi-
cal copies can be blocked at upload thereafter by the automated tools.

34. Report of the Royal Commission of Inquiry into the Terrorist Attack on Christchurch Mosques on
15 March 2019 at p 228.
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This kind of automation has a relatively narrow function for which it is highly effective. A
major limitation of such tools is that they cannot act upon a novel piece of content until
it has appeared on one of the platforms and been classified by a human moderator. In
this sense, they are inherently reactive tools. Somebody, somewhere must see the new
objectionable content after it is uploaded.

However, the platforms also deploy automated tools for more complicated moderation
tasks. In particular, the platforms use automated tools that classify new content as ob-
jectionable. Theoretically, these kinds of tools can prevent novel objectionable content
from ever being uploaded to the platforms. Alternatively, even where such tools may not
prevent initial upload, they still can expedite the classification time-delay by filtering for
new content which probabilistically might be objectionable, so that it can receive faster
assessment by a human content moderator.

This latter kind of automation - which we loosely refer to as tools of classification - offers
greater preventative potential, but at the price of significant trade-offs. Chief among these
trade-offs is the risk of inaccuracies. Inaccuracy may occur in the form of false negatives
- i.e., the tool fails to detect that a novel piece of content is objectionable, and thus allows
it onto the platform. This reduces both the reliability and the preventative potential of the
automation, though it still may be useful in conjunction with other content moderation
methods that utilise human judgment.

Inaccuracy may also occur in the form of false positives - i.e., the tool erroneously treats
non-objectionable content as if it is objectionable, resulting in it being blocked at the point
of upload or automatically removed at some later point. This trade-off is arguably more
pernicious. It has significant human rights ramifications, and can undermine aspects of
the platforms’ core value to their users.

The simplest explanation for why these trade-offs are difficult to mitigate is that it is dif-
ficult for computer systems to accurately classify content, especially where content mod-
eration standards require human judgement, or are vague or ambiguous. Accurate clas-
sification generally requires a nuanced judgment of the semantic content of audio-visual
documents, including their meaning in context. Automated tools are currently poor at
this, and it is even harder for them to appropriately weigh the context in which content is
being shared, commented on, critiqued, etc.

In short, while improved automation is a justifiably important part of the future of content
moderation systems, there are serious risks to asking the platforms to do too much with
tools that are inadequate for the purpose. Furthermore, automated systems for content
moderation that use artificial intelligence techniques are subject to the same kinds of
considerations as any Al system. In particular, they may be biased in ways that reflect the
social or other biases of the people creating them, and may have discriminatory effects.

The key takeaway for investors is that automation and the use of algorithmic systems are
inevitable and necessary for the platforms to operate. However, automation has flaws: it
requires appropriate human oversight and should not be uncritically endorsed given the
risks and trade-offs it creates. To the extent that regulatory approaches require the use
of automated content moderation techniques in order to remove content rapidly, this
creates significant risks of false-positive take-downs, or take-downs which are too rapid
to account for complex contextual and legal considerations. There is wide consensus that
some regulators are placing too much confidence in the platforms’ ability to use automat-
ed tools.
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At the outset, we note that some of the platforms have begun providing better transpar-
ency and access to some of their internal operations and statistics around matters ma-
terial to prevention of OCC. Nonetheless, one of the most common criticisms of many of
the measures taken by the platforms (including the GIFCT) is a lack of transparency. There
are many instances where information, data, and statistics provided by the platforms may
sound impressive at face value, but are meaningless without further contextualisation
within wider datasets that are not made available for public scrutiny. This problem is sum-
marised below by Evelyn Douek:3*

Companies similarly appealed to the legitimacy of the GIFCT in the wake of the Christchurch
massacre as evidence of their commitment to fighting the spread of violent footage. But
when GIFCT members boasted that they had added over 800 new hashes to the database,
there was no way to verify what this meant or whether it was a good marker of success.
There was, for example, no way to know if these included legitimate media reports that
used snippets of the footage, or completely erroneous content, or what proportion of the
variants of footage uploaded the figure represented. These deficiencies repeated them-
selves in the wake of the Halle livestream, even as the platforms were congratulated for
their effective response.

This does not mean that the platforms are totally opaque. They allow themselves to be au-
dited by external institutions: specifically, the Global Network Initiative, and the EU Inter-
net Forum. The GNI is a network of companies that commit to a set of principles, against
which they are assessed every two years.*® These principles are comprehensive, but by
way of illustration, they include the following:

« “All human rights are indivisible, interdependent, and interrelated: the improve-
ment of one right facilitates advancement of the others; the deprivation of one right
adversely affects others. Freedom of expression and privacy are an explicit part of
this international framework of human rights and are enabling rights that facilitate
the meaningful realization of other human rights.”

* “The duty of governments to respect, protect, promote and fulfil human rights is the
foundation of this human rights framework. That duty includes ensuring that na-
tional laws, regulations and policies are consistent with international human rights
laws and standards on freedom of expression and privacy.”

« “ICT companies have the responsibility to respect and promote the freedom of
expression and privacy rights of their users. ... The collaboration between the ICT
industry, investors, civil society organizations, academics and other stakeholders
can strengthen efforts to work with governments to advance freedom of expression
and privacy globally.”

The GNI principles also refer to and rely on the importance of: the right to privacy; the right
to freedom of expression; the importance of responsible decision-making by companies;
and the importance of multi-stakeholder collaboration. The principles also emphasise the
importance of governance structures that support the purpose and implementation of

35. Douek, E ‘The Rise of Content Cartels’' [2020] SSRN Electronic Journal <https://www.ssrn.com/ab-
stract=3572309> accessed 31 March 2021.

36. The GNI has been cited with approval by the UN Special Rapporteur for Freedom of Expression
with companies advised to engage with the GN's processes.

27



the principles, hold company governance accountable, and demonstrate compliance with
the principles through independent assessment and evaluation, and systems of transpar-
ency with the public.

The GNI assessment process itself is confidential, but there are arange of reports available
documenting those assessments. We note that the Electronic Frontier Foundation has re-
jected these audits as insufficient, given that they failed to disclose the platform-govern-
ment collaborations which were later revealed by Edward Snowden.*’

The EU also has a Code of Conduct on Countering lllegal Hate Speech Online, which relates
to the establishment of a body called the EU Internet Forum in December 2015. The Code
was agreed upon Facebook, Microsoft, Twitter and YouTube in May 2016. The Code's im-
plementation “is evaluated through a regular monitoring exercise set up in collaboration
with a network of organisations located in the different EU countries. Using a commonly
agreed methodology, these organisations test how the IT companies are implementing
the commitments in the Code.”® The fifth monitoring round concluded in June 2020. Ac-
cording to the EU, “the Code of Conduct is delivering continuous progress: the last eval-
uation shows that on average the companies are now assessing 90% of flagged content
within 24 hours and 71% of the content deemed illegal hate speech is removed.”* We
note that the secrecy surrounding the development of this code has been criticised.*

In general, we support measures that enhance transparency and access to the platforms
on matters material to the prevention and mitigation of future OCC. However, these must
be balanced against the risk that individuals could use such information to circumvent
the platform’s content moderation systems. Perpetrators, accomplices, and a wider set of
internet users can and will leverage transparency around the platforms’ systems in ways
that exploit the weaknesses in those systems. In particular, it is well known that extreme
right-wing movements deliberately communicate online in ways that disguise, misdirect,
or otherwise insulate them from detection and moderation.*' Some of this communica-
tion is strategically designed to attack content moderation efforts and undermine them in
the eyes of the public.

The scale of an OCC would be drastically mitigated if the platforms universally ceased pro-
viding services for the duration of an attack. There is a growing international trend where
states block access to social media or to the internet during violent crises. For example,
the Sri Lankan government blocked access to social media during a series of bombing

37. 'GNI Resignation Letter'. Electronic Frontier Foundation, 9 Oct. 2013, <https://www.eff.org/docu-
ment/gni-resignation-letter>.

38. ‘The EU Code of Conduct on Countering lllegal Hate Speech Online’ (European Commission - Euro-
pean Commission) <https://ec.europa.eu/info/policies/justice-and-fundamental-rights/combatting-dis-
crimination/racism-and-xenophobia/eu-code-conduct-countering-illegal-hate-speech-online_en>
accessed 1 April 2021.

39. Ibid.

40. The same author attributes the establishment of the GIFCT to the platforms’ attempts to comply
with the European code. See: Gorwa, R., Binns, R., & Katzenbach, C. (2020). Algorithmic content moder-
ation: Technical and political challenges in the automation of platform governance. Big Data & Society,
7(1), 2053951719897945. <https://doi.org/10.1177/2053951719897945>.

41. The Royal Commission’s report notes how right-wing extremists use humour and irony to disguise
their intentions. The shooter adopted such practices even in discussions with the Commission.
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attacks.*? However, this is not a proportionate response for many reasons and is opposed
by human rights monitoring bodies.

Total cessation of service has a suite of significant trade-offs, most obviously that people
use the platforms to communicate in times of crisis, and even to coordinate security and
law enforcement responses. Cessation has not been seriously proposed by the platforms
as a legitimate response to an OCC. Partial cessation of normal practice and procedure did
take place in response to the Christchurch attacks. In particular, YouTube began to remove
large quantities of content using automated systems without first assessing whether all of
it could be justifiably classified as objectionable.** Another factor to consider here is the
way that cessation of service in a crisis could undermine crisis response and prevent the
creation of evidence necessary for investigation criminal activity. For these reasons, total
cessation of services in response to an OCC raises significant trade-offs which are unlikely
to be justified or proportionate.

We frequently encountered the suggestion that the platforms should place a greater em-
phasis on human rights throughout their governance structure, policies, and operations,
and that this would contribute to preventing or minimising the scale of an OCC. We agree
that the platforms should adopt human rights approaches to content moderation. Impor-
tantly, however, “taking a human rights approach” must not be misconstrued as a syn-
onym for total elimination of all objectionable content (however defined), or as a synonym
for perfect content moderation according to a set of subjectively acceptable standards.
We explain what it means to take a human rights approach in relation to content moder-
ation in Part 2.

Human rights approaches do not just protect the victims of attacks. They protect all
people, including perpetrators and individuals who share objectionable content online.
The right to freedom of expression is a human right, as is the right to privacy and freedom
of association. Human rights can also frequently conflict with each other, meaning rea-
sonable people can reach different conclusions on how they apply.** The Facebook Over-
sight Board considers human rights instruments in its decisions and this has led at times
to conflicting conclusions between Oversight Board members. Equally, all the platforms
have some form of human rights input into their content moderation policies, processes
or governance arrangements and are subject to the United Nations' Office of the High

42. Amarasingam DA, Turning the Tap Off: The Impacts of Social Media Shutdown After Sri Lanka'’s
Easter Attacks' (GNET) <https://gnet-research.org/2021/03/05/turning-the-tap-off-the-impacts-of-social-
media-shutdown-after-sri-lankas-easter-attacks/> accessed 13 April 2021.

43. The Christchurch Attacks: Livestream Terror in the Viral Video Age’ (Combating Terrorism Center at
West Point, 18 July 2019) <https://ctc.usma.edu/christchurch-attacks-livestream-terror-viral-video-age/>
accessed 14 April 2021.

44. On 14 April 2021, the Oversight Board released another decision dealing with the intersection be-
tween Facebook’s content moderation guidelines and international human rights law related to “zwarte
Piet” (Case decision 2021-002-FB-UA): “Numerous human rights are implicated in this case beyond
expression, including cultural rights, equality and non-discrimination, mental health, and the rights of
children. The Board seeks to evaluate whether this content should be restored to Facebook through
three lenses: Facebook’'s Community Standards; the company'’s values; and its human rights responsi-
bilities. The complexity of these issues allows reasonable people to reach different conclusions, and the
Board was divided on this case.”
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Commission of Human Rights’ Guiding Principles on Business and Human Rights.*

The key point is that a commitment to human rights does not always make content mod-
eration judgments simpler or less ambiguous, and can make them more challenging
to apply and slower in a crisis. This is one complication of regulatory proposals that we
review in Part 2, particularly Germany’'s NetzDG and the Australian Abhorrent Violent Ma-
terial amendments.

We also note that aggressive content moderation to remove objectionable content can
have negative human rights impacts. Organisations focused on documenting human
rights abuses, like The Syrian Archive and WITNESS, have conducted extensive interna-
tional advocacy on the way that the automated removal of content can result in the de-
struction of evidence of war crimes and other state-led abuses. Such evidence might oth-
erwise be used to protect human rights during prosecutions. Similar concerns can arise
around the policies that curtail access to livestreaming services. For example, YouTube's
new policy preventing any user with less than 1000 subscribers from livestreaming from
a mobile device effectively prevents ordinary individuals from broadcasting contempora-
neous video record of a human rights abuse in progress - including video like that which
recorded the death of people like Philando Castile and George Floyd at the hands of police
officers.

Human rights as a concept and legal device flow from their history as a tool to protect
individuals from abuses by nation states.*® This history is essential context for any sug-
gestion that the platforms should be assisting nation states (whether voluntarily or by
regulatory compulsion) to limit the human rights of individuals, for example by limiting
freedom to express and receive information, limiting rights to privacy, or limiting rights of
freedom of association. We touch upon this in greater detail in Part 2.

There is a growing recognition that asking large private tech platforms to be global con-
tent moderators raises different kinds of trade-offs for freedom of expression and for the
platforms’ relationships with nation states, particularly given the platforms’ relationship
with violent extremist content, polarising political content, allegations of election inter-
ference, and mis- and disinformation. The platforms are increasingly calling for guidance
from nation states in the form of regulation, and states are also increasingly discussing
proposals to regulate.

In the long term, the platforms are poorly placed and ill-equipped to be making momen-
tous decisions about what expression is acceptable or not. The platforms have adopted
this position themselves. This, in part, is what has led to the development of the Oversight
Board by Facebook, and Twitter's attempt to develop the de-centralised “Blue Sky” con-
tent moderation protocol. The question of how to moderate content at scale is very much
an evolving matter of academic, political, and legal expertise. The development of this
expertise, including required funding and access to the companies’ platforms, is a matter
that investors could support.

I
45. A comprehensive assessment of the way that the platforms have incorporated human rights
instruments into their processes is beyond the scope of this assessment.

46. This is not to dispute that the companies are subject to human rights instruments and subject to
obligations to protect human rights too, even though they are not nation states.
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We caution against perceiving regulation as a panacea in this area. Even if regulators
decide to set content moderation standards themselves, this will not simplify the core
tasks required in content moderation, including detection, classification and intervention
in content. If anything it may complicate this task by introducing a range of competing
legal frameworks or vague and imprecise standards that generate legal and factual com-
plexity.

In Part 2, we explain in greater detail why we believe that regulation mandating particular
standards for what content must be moderated and how is unlikely to be of significant
benefit. In particular, we conclude that, in order for platforms to demonstrate a genuine
commitment to a human rights approach, they may be required to push back against
states that attempt to regulate their behaviour and introduce regulatory instruments that
compel them to act in ways that unjustifiably limit their users’ human rights.

While platforms are not democratically well placed to declare standards of free speech,
they are well placed to rapidly triage content of the kind that was disseminated around 15
March 2019, and they have implemented mechanisms to rapidly intervene in such cases:
in fact, they can intervene much faster than any government body could. For this reason,
they will always have a significant role to play in global content moderation and the miti-
gation of objectionable content crises.
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CONCLUSION TO PART 1

Summary

Broadly speaking, the platforms have made reasonable efforts to mitigate the scale of
future OCCs. These efforts are likely to be highly effective at mitigating the scale of an
OCC, even though we do not think that all future OCCs can be prevented entirely. While
effective, all of the mitigation measures have trade-offs and limitations. The relationship
between the effectiveness of these measures and their trade-offs and limitations is a
matter of ongoing balance and refinement. This will be best enhanced through inviting
independent scrutiny and assessment. By way of summary and conclusion we note:

+ Multi-platform collaborative measures play the greatest role in enabling platforms
to rapidly classify and intervene in new objectionable content during an OCC. Con-
versely, multi-platform collaboration presents risks to human rights and requires
measures to enhance auditability and transparency of such collaborations.

* The most effective measures of limiting an OCC are: the GIFCT Content Incident
Protocol (CIP) and the GIFCT shared hash database. The greatest limitations of the
CIP and the shared hash database are the ways they use automation to remove
content rapidly, which creates avenues for potential abuse through collaboration
with states, and must remain non-transparent in order to avoid gaming or abuse by
perpetrators.

+ Insituations where a crisis falls short of activating a CIP, the two response protocols
developed by GIFCT in partnership with other bodies will play an important role, but
it is difficult to assess the effectiveness of these response protocols from an exter-
nal perspective.

* The platforms must remain focused on enhancing the speed with which they can
reliably detect and classify content. For this reason, ongoing improvements in con-
tent moderation systems are an essential prerequisite for responding to an OCC.
Importantly, the speed with which these systems can classify content should not
come at undue cost to the accuracy and reliability of these systems, although some
trade-offs are inevitable. Investors could support the improvement of content mod-
eration systems by advocating for measures that enhance transparency and sup-
port the development of shared bodies of expertise in how content moderation is
conducted at scale.

We are skeptical of any suggestion that changes by the platforms to limit access to lives-
treaming services will play a strong impact on mitigating future OCCs, given the role of
non-livestreamed content in the OCC related to the 15 March terror attacks. Further, the
trade-offs of limiting access to this technology are significant.
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Key insights for the investor group

What follows are key insights from Brainbox’s investigation into the kinds of mechanisms
implemented by the platforms to respond to objectionable content crises (OCCs).

+ The platforms are content moderation businesses: some commentators go so far
as to say that the platforms are not platforms without content moderation, in the
sense that content moderation is and always has been an inherent feature of what
it means to be “a platform”.#” We have concluded that the platforms’ core business
activity is amplifying and suppressing different digital content, usually based on the
identified preferences and interests of users,*® the rules and preferences of each
platform, as well as the requirements of domestic law.* This will continue to be the
case whether or not the platforms are ever subject to further State-based regula-
tion.

* There is no prospect that the platforms’ content moderation load will decrease,
unless we see a large-scale transition away from public social media platforms
toward end-to-end encrypted messaging platforms, which would diminish the plat-
forms’ user bases as well as limiting providers’ ability to moderate content in en-
crypted channels. So long as the platforms continue to host user-generated content,
the requirement to conduct content moderation will continue. Further, to the extent
that states begin to impose substantial penalties or other regulatory interventions
to influence the way the platforms moderate content, this will only increase the con-
tent moderation burden on the companies.

+ Content moderation is a complex exercise that is only going to increase in complex-
ity. The platforms’ successes in moderating content according to various standards
using manual and automated techniques will be a significant influence on their
long-term social, political and economic impacts.

+ Itisimportant to be critical of decontextualised percentages or numbers offered by
the platforms to illustrate how they are conducting content moderation.

o This includes statistics intended to illustrate the scale of content moderation
efforts or the success of those efforts but which withhold any indication of
proportion or effectiveness. For example, while the platforms may volunteer
statistics around the raw number of hashes in their database, this number
is meaningless without further information. The same is true for percentage
claims offered by the platforms, where 1% (or even less than 1%) may still be
a number measured in thousands or millions.

o When presented with metrics used in reporting on content moderation, it
is important to request clarification and detail, particularly during an attack.
For example, Facebook refers to “1.5 million re-uploads” in the days following
the Christchurch attacks as an indication of the scale of the challenge they
were facing. But this metric could be interpreted in different ways: some

I
47. Gillespie, Tarleton (2018) Custodians of the Internet. Yale University Press. Kindle Edition.

48. Platforms aim to understand users’ preferences and interests from tracking their online activity
within and outside of the platforms.

49. Advertising leads are then sold based on the value of privileged access to potential customers. The
comparative value offered of advertising through the platforms is superior precision, frequency, famil-
iarity, and quantifiability. Data about user online activity and preferences is also a valuable commodity.
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interpretations of this metric reflect well on Facebook, whereas others might
not. External observers would benefit from understanding what Facebook
means when it posits particular metrics, including what those metrics repre-
sent and how they are calculated.

« From a long-term perspective, the greatest threats to the success of the kinds of
automated cross-platform content moderation tools used by GIFCT will relate to the
transparency, fairness, and de-politicisation of those systems.>® We support any ini-
tiatives that contribute toward demonstrating those systems are transparent, fair,
and de-politicised (and we would add, deferent toward human rights principles).
The platforms will need to take affirmative steps to generate confidence among
regulators and the public in their collaborations in these areas. There is some indi-
cation that they are anticipating this need, with significant research funding being
made available to independent researchers to study such topics.

+ We encourage more proactive consideration of how reporting on content modera-
tion activities might be audited by reliably independent groups — this is reflected in
our recommendations in Part 2 (regulation). There is also merit to initiatives that en-
hance the transparency and independence of existing content moderation auditing
mechanisms themselves. Auditing mechanisms are not always 100% reliable. For
example, the Electronic Frontier Foundation resigned from GNI when the Snowden
revelations demonstrated the true extent of data capture between government and
platforms was not identified by those audits.>'

+ Commentators have expressed concern about the absence of challenge or appeal
mechanisms against the automated take-down machinery built into the GIFCT
shared hash database, and the decision to enter content into that shared hash da-
tabase. The platforms should implement measures to facilitate better scrutiny of
GIFCT mechanisms, to support significant work already underway on this point.>?

+ Be vigilant toward the risks created by complete transparency. Platform measures
to respond to OCC conditions are comparable to cybersecurity, where organisations
are justifiably secretive about how their systems work because it is widely accepted
that any knowledge of protective systems will be used to exploit those systems. The
March 15 OCC and terror attacks are clear examples of how knowledge of the tech-
nology behind automated detection mechanisms will be leveraged to render them
ineffective.

* Long-term, we advise closely watching the operation of the Oversight Board estab-
lished by Facebook, as well as how it is perceived by the public. The performance
of the Oversight Board and public response to it are likely to be the clearest signals
of whether specialist content moderation will remain a non-governmental task, or
whether it will be absorbed into existing state-based legal and regulatory systems.
Some commentators have also noted the Oversight Board will effectively become

50. Gorwa, R, Binns, R., & Katzenbach, C. (2020). Algorithmic content moderation: Technical and polit-
ical challenges in the automation of platform governance. Big Data & Society, 7(1), 2053951719897945.
See also Douek, E The Rise of Content Cartels’ [2020] SSRN Electronic Journal <https://www.ssrn.com/
abstract=3572309> accessed 31 March 2021.

51. Douek, E The Rise of Content Cartels’' [2020] SSRN Electronic Journal <https://www.ssrn.com/ab-
stract=3572309> accessed 31 March 2021.

52. We note a range of transparency measures were announced at the GIFCT Global Summit on 26
July 2021: <https://gifct.org/2021/07/26/globalsummit21/>.



one of the most significant sources of legal judgment on matters of human rights
and we note the similarities between the Oversight Board and the social media
councils endorsed by the United Nations Special Rapporteur on matters of freedom
of expression (discussed in depth in Part 2).

« Over time, it will make more sense for content moderation norms and practices to
adhere more closely to international human rights norms and standards, because
those norms are already subject to broad commitment among nation states.>® We
therefore endorse any activity to promote the adoption of international human
rights norms, particularly when it comes to speech regulation by the platforms. In-
vestors should be aware, however, that to apply these human rights norms fre-
quently requires intensely contextually specific case-by-case determinations to be
made in relation to individual pieces of content. A human rights approach also re-
quires users to be provided with procedural rights of review and appeal, even in
relatively clear-cut cases, as a matter of procedural fairness.

+ The adoption of international human rights norms carries trade-offs: for example,
applying such norms may work against the interests of nation states, including rel-
atively democratic states as well as the less-democratic ones. In particular, as we
discuss in Part 2, this may mean the platforms are obliged to resist regulatory inter-
ventions by states which abuse or undermine human rights, including through op-
posing some regulatory proposals or refusing to comply with state-backed content
take-down requests.

+ Itis not clear from the Royal Commission’s Report whether it spoke directly to the
social media companies named in our brief. We have also not seen any indication
that the platforms have conducted an audit or learning exercise on how their sys-
tems were used in the 15 March terror attacks, although it is extremely likely analy-
ses of this kind have been done.

* The use of automated techniques in content moderation creates risks. While auto-
mated techniques will be an essential part of content moderation going forward,
the investors and state regulators should not aspire to or advocate for a future state
where all content moderation is automated. That would be undesirable for a range
of socio-political reasons and would arguably produce more negative impacts than
it resolves.

53. Tworek notes comment by UN Special Rapporteur on the Promotion and protection of the Right

to Freedom of Opinion and Expression, David Kaye, and notes that “when companies try to have global
terms of service, international human rights law on speech makes sense as a starting point”, noting that
the Facebook Oversight Board charter explicitly mentions human rights. Heidi Tworek, ‘Social Media
Councils' (Centre for International Governance Innovation, 28 October 2019) <https://www.cigionline.
org/articles/social-media-councils> accessed 14 April 2021.



PART 2: WHAT DOES GOOD
REGULATION LOOK LIKE?

Introduction and context

Part 1 of this report assessed changes made by Facebook, YouTube/Google and Twitter
(the platforms) to respond to user behaviour during an objectionable content crisis (OCC).
The investor group has also sought key insights on the topic of platform regulation, par-
ticularly in relation to content moderation. This part covers:

+ the trajectory of regulatory development as it pertains to the platforms (e.g. what is
currently happening, and where do we expect it to head in the future?);

« an analysis of the effectiveness of this trajectory, including positive or negative
featuresin a range of the specified legal instruments that form part of this trajectory;

+ ananalysis of which regulatory approachis preferable among a range of approaches.

In this part, we refer to and focus on “content moderation regulation” when it comes to
platform regulation. By this, we mean attempts by nation states (individually or in col-
laboration)* to use legislation (a particular form of regulation) passed by legislative
bodies to control the way that social media platforms restrict the flow of content
between users via their digital infrastructures. We have made the decision on prag-
matic grounds to exclude the areas of copyright, privacy, artificial intelligence regulation,
“honest advertising”, and antitrust from our investigation, although all of these will play
some role too.

This part provides a primer on what good regulation looks like when it comes to content
moderation. Our focus in Part 2 is substantially different from the focus in Part 1, includ-
ing in the following ways:

Part 1 focuses on the actions by platforms with respect to behaviour by users, whereas
Part 2 is focused on actions by nation states, usually in relation to the platforms. When it
comes to taking a human rights approach, this is a fundamental difference in orientation.
Throughout Part 2, we refer to nation states by simply using the word “states”. Unless the
context otherwise indicates, we are not discussing federal states within countries such as
the United States or Australia.

In Part 1, we examined specific content: the livestream video of the Christchurch terror
attack on 15 March 2019 and the various versions of it. We took it as granted that there
was no reasonable argument for the content’s continued spread. When analysing regula-
tory approaches of online content more generally, our focus has turned away from “black
and white” content, to content which falls into much more of a “grey” area. One of the
core risks with some regulatory proposals we reviewed is that they require platforms to
moderate this “grey” content. In particular, some regulators (notably the United Kingdom)
are explicitly setting their sights on limiting content which is lawful, but may be “harmful”.

54. For example, via multilateral bodies like the European Union.
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The case for intervening in this type of content is less certain. It also means more complex
content moderation assessments are required.

When it comes to the issue of regulation more generally, there is a risk that regulation
extends to a range of actors beyond the core platforms analysed in Part 1 (Facebook,
Google/YouTube and Twitter). It is vital that regulators question the implications of any
regulatory proposal for a wider range of actors including website owners, internet service
providers and content hosts that may lack the level of resourcing available to the large
platforms. These smaller actors are sometimes unintentionally caught within states’ wide
regulatory framing with limited regard for their continued viability. Even the big platforms
are likely to find it difficult to implement some of the regulatory proposals we reviewed,
even with their financial resourcing and access to qualified people.

Useful framing questions when considering regulatory impacts on a wider
ecosystem of platforms

We have found the following questions useful for thinking through the regulatory impacts
on a wide range of platforms/actors. These have been repeatedly raised by commenta-
tors when discussing the unintended consequences of regulators’ proposals. The ques-
tions are:

1) What effect would a given regulatory proposal have on sites like Wikipedia?

2) How is the online service being regulated any different from email or text messag-
ing? Would we expect states to regulate non-platform private communications in
this way? Would regulation require platforms to break or avoid encryption protect-
ing private communications?

3) How would a particular regulatory proposal apply to comments left on websites
which are otherwise unlike a social media platform, such as comments left on news
websites or public reviews of goods and services?

4) How might a particular regulatory proposal be abused by a popularly elected execu-
tive government administration which is hostile to human rights, democratic norms,
and the rule of law?

This last question in particular is the dominant concern from a human rights approach
when it comes to granting states legal powers over the digital platforms.

The regulatory trajectory

In our investigation into regulatory interventions for online content moderation, we iden-
tified a trajectory of travel — that is the direction that we see approaches to regulation
taking. Our research found that a human rights-centred approach to regulatory inter-
ventions is preferable. Regulations that focus on transparency and auditing of content
moderation systems are generally more likely to be in line with a human rights approach.
There are also considerable risks with taking a regulatory approach that focuses on direct-
ing platforms how to moderate specific kinds of content, especially where that content is
not well defined, or where there are directions to limit “harmful” content outside of that
which is already against the law (e.g. child sexual abuse images). Below is a more de-
tailed overview of this trajectory, along with supporting context. The rest of this document
draws out these issues in more detail.
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The activities of the core platforms are beginning to touch upon the interests of states, for
example by having real and perceived influences on the conduct of elections and provid-
ing people and institutions with communication platforms on matters of national signifi-
cance (whether for extremists or for public messaging and the correction of misinforma-
tion). The platforms’ activities also affect the rights and interests of citizens within those
states’ sovereign jurisdictions, triggering states’ obligations of protection and promotion
of human rights. These states therefore have a legitimate interest in regulating the plat-
forms, insofar as they can justifiably limit some human rights in order to protect others,
so long as they do so in a manner that also complies with human rights norms and prin-
ciples.

There is a greater trend globally toward the use of legislation (i.e. the use of law) to regu-
late how the platforms moderate content. It is difficult to extricate regulation that affects
content moderation from other areas of legislation, such as antitrust, privacy, the use of
Al systems, “honest advertising”, election interference, misinformation, and other areas
which also influence how content moderation is conducted.

As “content moderation regulation” is an emerging area, itis relatively difficult to say what
“good” or “bad” regulation looks like. While the human right to freedom of expression is
an old topic, the introduction of digital platforms raises many new issues. Unlike tradition-
al analog media, anyone can now create information which can spread quickly to a huge
audience.

There are two key questions about content moderation where consensus is still forming:

1. How should the platforms be moderating particular kinds of content, particu-
larly in a global context? This question has a procedural element as well as a sub-
stantive element. Specifically, it asks what kinds of content should be impermissible,
but it also asks what procedures should be followed by platforms and by states in
moderating that content. This makes regulating difficult because we cannot always
say clearly what we want platforms to do and how to do it.

2. What is the proper role of government when it comes to using law to influence
how the platforms moderate content produced by users? This makes assessing
the quality and effectiveness of regulation difficult. It means we cannot clearly say
whether the law sets an appropriate role for the State in relation to platforms and
users.

The uncertainty around the answers to these two questions makes it difficult to say with
certainty whether a law will be effective, including: whether it will do what we think it does;
what unintended consequences may arise; whether it sets appropriate roles for states,
platforms, and users; or whether any outcomes it produces are desirable. These ques-
tions are also heavily dependent on the wider regulatory system in any particular jurisdic-
tion, including the relative strength of different constitutional actors and other features of
their overall legal-democratic system.

In our research, we found widespread support from a range of organisations and commen-
tators for turning to human rights instruments, principles and jurisprudence to generate
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greater consensus on the questions we outline above. Human rights, and in particular the
UN Declaration of Human Rights, create a universal set of standards which are intended
to manage the relationships between the rights of individuals and states (and increasing-
ly, commercial entities). Human rights instruments together set out a widely agreed state-
ment about what can and should be done by states when it comes to balancing the rights
of individuals, including both users of platforms and the platforms themselves. There
should be ready agreement that regulation which undermines human rights without jus-
tification is undesirable. Equally, regulation which requires the companies themselves to
undermine human rights is also undesirable.

Human rights jurisprudence sets out ways for states to justifiably limit or balance human
rights in order to protect other interests. In brief, to limit the human rights of individuals
using law, states must comply with the following principles.>> We have formed conclusions
about the overall regulatory trajectory based on this assessment framework.

1. Legality - States must use law if they wish to restrict rights. This law must be clear
and certain, and minimise the role of discretion in saying what the law means. The
law should not permit states to engage in selective enforcement in order to advance
states’ own interests. Any limitation imposed by law should also be subject to rights
of review and appeal to judicial bodies.

2. Legitimacy - States should only limit human rights for legitimate purposes, which
may include the protection of other human rights, as provided for in human rights
law.

3. Necessity - States are required to show a demonstrable connection between the
limitation imposed on a human right and necessity of that limitation in order to
achieve a particular legitimate goal. In a content moderation context, this means
that states must be able to show that it is necessary to limit individual human rights
in order to protect another interest: it is not enough to merely assert a connection
exists.

4. Proportionality - States must only limit a human right to the extent necessary to
achieve a legitimate aim. Where a range of potential actions are available, states
should adopt the course of action which imposes the least restriction on human
rights.

In our assessment, one area requiring more detailed attention from regulators relates to
the principle of necessity. There must be a demonstrable connection between the pro-
posed regulatory intervention, and real harm to a legitimate interest protected by human
rights instruments. This means that states must be able to persuasively show that the
thing they are seeking to limit is causing a tangible adverse outcome of the kind they can
legitimately protect. To put it bluntly, states have to show that a particular kind of content
is really affecting peoples’ human rights: it is not enough to point to a vague connec-
tion between content and an adverse outcome. In some cases, a human rights approach
means that, perhaps regrettably, we have to tolerate certain kinds of harm because that
content serves a greater good. If states wish to justify regulatory interventions, then the
best thing they can do is to support empirical work exploring the connection between
particular types of content and real-world harm.

55. Report of the Special Rapporteur on the promotion and protection of the right to freedom of opin-
ion and expression, A/HRC/38/35 Human Rights Council. Thirty-eighth session (18 June-6 July 2018).
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Historically, nation states have been the greatest threats to the human rights of individ-
uals. This is still the case globally, including in liberal democracies. For this reason, taking
a human rights approach to platform content moderation will mean that states must
restrain themselves from passing regulation that threatens human rights without demon-
strable justification. In many cases, if the platforms are to demonstrate a genuine commit-
ment to a human rights approach, they will be obliged to resist state action, insist upon
proof that content is undermining other human rights interests, and to insist on legal and
procedural rights that protect platforms and users and restrain the power of the state.

Our conclusion is that the strongest case for regulation from a human rights perspective
relates to the area of transparency and auditability of content moderation systems. These
regulatory approaches would standardise approaches to transparency reporting on how
content is being moderated. Associated measures that enhance transparency come from
regulation which creates rights of review and appeal for users against content modera-
tion decisions by the platforms, which as a result require platforms to explain how they
made the relevant decision and according to what factors.. We found cautious and appro-
priate support from human rights bodies for this approach to social media regulation. An
example is the EU Digital Services Act.

We cannot endorse content-specific standards in regulation, unless these are linked to
content which is already illegal (for example, child sexual abuse imagery or incitement
to violence). Using human rights as a standard of assessment, we found significant and
widespread opposition from a range of groups to this approach to regulation. We be-
lieve this opposition is justified. We also urge caution about heavy handed or punitive
approaches imposed on platforms that incentivise content moderation practices that are
inconsistent with human rights, unjustifiably rely on automation, or fail to consider per-
verse incentives.

Because states pose a threat to human rights of privacy, freedom of expression and free-
dom of association (as well as a range of other human rights), it is worth considering the
merits of non-state non-legislative regulatory options. These non-state options do not
have to be purely self-regulatory. There are a range of non-state regulatory measures that
have been introduced (discussed later in Part 2). It is worth giving these time to operate
and mature, especially because they may also illustrate what works well and does not
work well when it comes to state-led regulation.

Our report would not be complete without emphasising the following points:

* The human right to freedom of expression is not the same as the right to “freedom
of speech, or freedom of the press” in the first amendment to the American Consti-
tution.

+ The human right to freedom of expression is not absolute. It can be limited accord-
ing to human rights law, including by balancing it with other human rights, but only

if such limitations are “lawful”, “proportionate”, “necessary”, and “legitimate” as un-
derstood in human rights jurisprudence.

* The human right to freedom of expression enjoys wide support from nation states
and non-state bodies via the institutional arrangements flowing from the United
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Nations and international law. It has been expressed using relatively specific lan-
guage and has a large amount of accompanying material which explains what it
means and how it should be applied in specific situations, including how it should
be balanced against other human rights.

« The human right to freedom of expression is regarded by human rights experts
as being one of the most important human rights. To put it bluntly, the right to
freedom of expression is regarded as deserving even greater protection than other
human rights in situations where rights must be balanced. This is because the ability
to freely express opinion and share information is essential in a democratic society
for the conduct of free and fair elections and to enable people within a state to draw
attention to other breaches of human rights by state and non-state actors.

* The right to freedom of expression has always taken account of the way that states
seeking to undermine freedom of expression will target a particular medium, tech-
nology or infrastructure used to express or seek information.

* In practice, the platforms already set content moderation standards much more re-
strictively than nation states can or should do, when it comes to the right to freedom
of expression.

In the following sections of the report, we explain some of these summary points in more
detail.



Deﬁning content moderation regulation

The issue of platform regulation itself is sprawling and diverse. It is difficult to extract
one area (ie, copyright protection or individual privacy) from other areas (ie, antitrust and
consolidation of commercial power, multinational taxation).>® This is a difficulty facing reg-
ulators too. We have seen a range of approaches to platform regulation, with some legis-
lation that purports to target narrow types of harmful conduct (i.e., the Abhorrent Violent
Material legislation in Australia) and others that cover broad areas (i.e., the Digital Services
and Digital Markets proposals in the European Union, and the Online Safety Bill in the UK).
Each of the interrelated areas interacting with the narrower topic of content moderation
are worthy of specialist investigation and research and we can only cover them so far in
the context of this current advice.

As discussed above, this section will focus specifically on content moderation regulation.
By this, we mean attempts by nation states (individually or in collaboration)®” to use leg-
islation (a particular form of regulation) passed by legislative bodies to control the way
that social media platforms restrict the flow of content between users via their digital
infrastructures. We have made the decision on pragmatic grounds to exclude the areas
of copyright, privacy, artificial intelligence regulation, “honest advertising”, and antitrust
from our investigation.

Case Study: Platform regulation in the European Union

The European Union is an important jurisdiction when it comes to regulating the plat-
forms’ conduct. There are a number of regulatory proposals and existing regulations
which have some bearing on the platforms’ conduct. For practical reasons, we need to
exclude the following from our analysis, but we anticipate they will play a significant role
on how states regulate content moderation, so it is worth providing a short overview:

* The European Commission has announced a proposal to regulate the use of artifi-
cial intelligence (Al) systems. What is meant by an Al system is defined broadly at this
stage, which is both a strength of the proposal and a challenge facing any attempt
to regulate the use of Al. Initial proposals suggest that Al systems must be assessed
based on the level of risk they pose to a range of interests. The level of assessed risk
will flow through to different supervisory arrangements imposed upon those sys-
tems in response. All content moderation systems will deploy algorithmic systems
that are likely to fall within the ambit of this regulatory proposal. The proposal is still
at a very early stage and only peripherally relevant, but it illustrates the difficulties
of taking an atomistic approach to regulation of content moderation given the range
of issues and subjects involved.

* The General Data Protection Regulation in the EU covers user privacy and has had
sweeping effects on global use of online platforms, and the way that online plat-
forms process user data. Regulatory proposals that touch upon content moderation

56. Another area that could be considered is the health and safety conditions facing human content
moderators, who must view and classify content that is extremely traumatic to see and hear. See Sarah
T Roberts “Behind the Screen” (2019) Yale University Press.

57. For example, the European Union.
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will affect user privacy in two ways: first, they may require platforms to disclose in-
formation about users who are posting content that infringes State regulatory stan-
dards. Second, content moderation itself (if understood as the serving of content to
a user based on their identified preferences from information about them) relies
on private information, affecting user privacy. Again, investors should be aware of
this link. The UN Special Rapporteur on Freedom of Expression has also linked the
human right to privacy to the human right to freedom of expression in writing about
State regulation of content moderation by the platforms.

Nation states have a legitimate interest in regulating the way that content moderation is
conducted on the platforms. States are becoming interested in regulating the activities
of the platforms. Content moderation may affect the interests of states in the following
ways.

1) The platforms are involved in distributing information which is perceived to affect
the interests of nation states and democratically elected leaders. These leaders
have personal and political interests in how content is moderated.

2) The platforms host information which is thought to contribute to threats to critical
social or technological infrastructure (ie, 5G conspiracy theories leading to attacks
on cell towers, undermining confidence in election software, proliferation of radical-
ising content, hate speech and incitements to violence). States have legitimate in-
terests in protecting the integrity of legal, social, economic and political governance
systems. Notably, the platforms all recognise this, and have dedicated teams direct-
ed toward the detection of coordinated inauthentic behaviour, which is focused on
disinformation campaigns by both foreign nation states and non-government enti-
ties, some of whom are commercially oriented.

3) The platforms also are a vector to distribute information that can be harmful to
users and to victims. At the black-and-white end of the spectrum this includes objec-
tionable content such as the Christchurch livestream or Child Sexual Abuse Material
(CSAM). At the more arguable end, there is content like “coordinated inauthentic
behaviour” or speech that is “lawful but harmful”. States have an interest in regu-
lating behaviour that harms their citizens and they have a legitimate interest and
obligation in protecting human rights within their sovereign borders.

These factors mean that states are taking increased interest in how the platforms operate
and beginning to investigate the extent to which regulation might be useful. A human
rights approach in fact requires them to protect citizens' interests where conduct on the
platforms may undermine human rights.

Another area of complexity to consider when it comes to shaping how platforms moderate
content is that the regulatory tools and potential interventions available are much broad-
er than the use of legislation by nation states and other legislative bodies. For example,
human rights bodies, including non-government organisations (NGOs) and the broader
“civil society” sector also play a role in the coordinated influence of various actors toward
an intended set of outcomes. Regulation is not limited to legislation used by nation states.
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Importantly, this means the platforms can also fairly be described as taking independent
and collaborative regulatory action toward their own operations, toward other platforms,
and towards their users. This dynamic becomes even more complex and important when
the concept of “algorithmic regulation”, which is currently an area of scholarly interest, is
introduced more broadly. Algorithmic regulation refers to the way that the platforms’ own
digital structures exert a regulatory effect on what can or cannot be done.

The key insight is that it would be a mistake to frame this area as being a binary choice
between platforms regulating their own activities or introducing new legislative tools..
In reality, the tools available to various actors even in a fully “regulated” space are much
broader than just legislation, and the range of actors who can take “regulatory” actions
are much broader than just states. In this regard, many of the interventions we identified
in Part 1 of this advice can be fairly described as regulatory responses.
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Human rights create useful standards for assessing regulatory
proposals

“Content moderation” is part of the centuries-old contest around the proper boundar-
ies of when people should be allowed to impart and receive opinion, expression, and
information. Increasingly, the human right to freedom of expression and its associated
jurisprudence is shaping the way that platforms decide when, how and why to intervene.
Human rights instruments also provide a widely agreed universal statement of when
states should be allowed to limit freedom of expression, including in response to a need
to protect other human rights. The human right to freedom of expression therefore pro-
vides an anchoring framework for this assessment that enjoys wide international agree-
ment. One other benefit of adopting a human rights approach is that we understand
human rights instruments to form a significant foundational component of what it means
to take a responsible investment approach.

There are two ways that human rights instruments are relevant to legislation or regula-
tion by states:

1. A legislative regime can itself be inconsistent with human rights, or require plat-
forms (or others subject to the regulatory regime) to undermine human rights in
order to comply with the law. Human rights create a basis for the international com-
munity (including the UN, other states, civil society, or other non-state actors) to
articulate objections to nation state’s regulatory regime if it is inconsistent with a
human rights approach.

2. In asituation where legislation has been passed, whether or not it is consistent with
human rights, human rights remain relevant to the way that legislation is applied
and enforced. As such, whether or not legislation requires the platforms to breach
human rights, human rights are still relevant to assessing how far citizens in a state
are protected by human rights instruments.

The UN Special Rapporteur for Freedom of Expression states that platforms should be
applying human rights law, not domestic laws of states, as the “authoritative global stan-
dard” for protecting freedom of expression:>®

Companies should recognize that the authoritative global standard for ensuring freedom
of expression on their platforms is human rights law, not the varying laws of States or their
own private interests, and they should re-evaluate their content standards accordingly.
Human rights law gives companies the tools to articulate and develop policies and pro-
cesses that respect democratic norms and counter authoritarian demands. This approach
begins with rules rooted in rights, continues with rigorous human rights impact assess-
ments for product and policy development, and moves through operations with ongoing
assessment, reassessment and meaningful public and civil society consultation. The Guid-
ing Principles on Business and Human Rights, along with industry-specific guidelines devel-
oped by civil society, intergovernmental bodies, the Global Network Initiative and others,
provide baseline approaches that all Internet companies should adopt.

58. Above, A/HRC/38/35 at p 20. This recommendation has been reflected in the charter of the Face-
book Oversight Board, which applies human rights law, and not domestic law.
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The right to freedom of expression in human rights law is found in article 19 of the Uni-
versal Declaration of Human Rights (UNDHR) and article 19 of the International Covenant
on Civil and Political Rights (ICCPR). In the UNDHR, the right to freedom of expression is
described as follows:

“Everyone has the right to freedom of opinion and expression; this right includes freedom
to hold opinions without interference and to seek, receive and impart information and
ideas through any media and regardless of frontiers.”

It is important to understand that the human right to freedom of expression is not the
same as the American constitutional right to “freedom of speech”. The former (freedom
of expression) is based in human rights instruments which enjoy broad support from a
range of nation states via the United Nations and its General Assembly. The latter (free-
dom of speech) is based on ideas expressed in the Constitution of the United States of
America, which applies primarily to government actions (this is referred to as the “state
action” doctrine).

By way of broad contrast with the American constitutional approach, human rights law
requires states to actively protect freedom of expression, not just to refrain from limiting
it. This protective obligation is highly relevant to assessing whether a regulatory proposal
by a State is desirable and is a core feature of the Guiding Principles on Business and
Human Rights.>®

Human rights law imposes duties on States to ensure enabling environments for freedom of
expression and to protect its exercise. The duty to ensure freedom of expression obligates
States to promote, inter alia, media diversity and independence and access to information.
Additionally, international and regional bodies have urged States to promote universal In-
ternet access. States also have a duty to ensure that private entities do not interfere with
the freedoms of opinion and expression. The Guiding Principles on Business and Human
Rights, adopted by the Human Rights Council in 2011, emphasize in principle 3 State duties
to ensure environments that enable business respect for human rights.

In the Guiding Principles themselves, States have an obligation “ensure that other laws
and policies governing the creation and ongoing operation business enterprises ... do not
constrain but enable business respect for human rights.”®® Many of the regulatory propos-
als we reviewed would undermine the platforms’ ability to respect users' human rights.

The right to freedom of expression is not the only relevant human right to the way the
platforms operate. Other human rights can be relevant generally or arise depending on
the content in question. The UN Special Rapporteur has identified the rights to privacy, re-
ligious freedom and belief, opinion and expression, assembly and association, and public
participation among others.®” Depending on context, other rights can be engaged. For
example, in its decision to indefinitely suspend President Donald Trump from Facebook,

59. Above, A/HRC/38/35 at at para 6.

60. Guiding Principles on Business and Human Rights: Implementing the United Nations ‘Protect, Re-
spect and Remedy’ Framework (2011) HR/PUB/11/04.

61. Above, A/HRC/38/35 at at para 5.
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Facebook’s Oversight Board referred to a range of human rights including the rights to
freedom of expression, security of the person, non-discrimination, participation in public
affairs, and the right to vote.®?

While a human rights approach is desirable, there is a risk in adopting “human rights
approaches” that all discussion becomes “rights-based”. Specifically, a rights-based dis-
cussion can obscure the fact that most of the issues being discussed are about trade-offs,
not absolutes. The reality is that most if not all rights can be limited according to partic-
ular processes designed to balance rights and freedoms.®® Importantly however, there
are constraints on how rights can be balanced against one another. Further, if we hope
to have a precise discussion about “balancing” rights and freedoms with other rights, or
other considerations, then we need a clear-eyed assessment of what is on each side of
the scales to be balanced. This can be difficult when the debate is dominated by broad
references to unspecified harms arising from vague classes of content.

While human rights must frequently be balanced where they conflict, it is important that
the investors are aware of the importance that human rights experts attach to the right
to freedom of expression. In a report by the Danish Institute for Human Rights and the
Council on Ethics for the Swedish National Pension Funds, the authors write:*

The human right to freedom of expression underpins democracy and is essential for the
protection of all other human rights and freedoms. It includes the freedom to hold opinions
and to receive and impart information and ideas without interference by public authority
and regardless of frontiers.

The authors also note that states also have obligations to protect citizens from particular
kinds of expression. “Hate speech” is not a human rights term, but states have a duty to
protect citizens from incitement to discrimination, hostility or violence.%

International human rights standards do not define “hate speech” as such. However, states
have a duty to protect individuals against “national, racial or religious hatred that consti-
tutes incitement to discrimination, hostility or violence”. ... States have also enacted laws to
prohibit and punish online hate speech. Such legislation must be carefully applied to ensure
that, while achieving its primary aim, it does not unduly restrict legitimate expression.

The previous UN Special Rapporteur on the right to freedom of expression, David Kaye,
summarises the way that the right to freedom of expression may be limited in ways that
are consistent with human rights principles. Per article 19 (3) of the Covenant, state lim-

62. Case decision 2021-001-FB-FBR, Oversight Board, 6 May 2021 at p 15.

63. We note that even the first amendment right to freedom of speech in the American Constitution
can be limited to some degree. By way of illustration, see The Lawfare Podcast: Content Moderation
and the First Amendment for Dummies (11 March 2021) with Prof Genevieve Lakier <https://www.law-
fareblog.com/lawfare-podcast-content-moderation-and-first-amendment-dummies>.

64. See report of the Danish Institute for Human Rights “Tech Giants and Human Rights: Investor Ex-
pectations” (2021) <https://www.humanrights.dk/sites/humanrights.dk/files/media/document/Tech%20
giants%20and%20human%20rights_2021.pdf> at page 18.

65. Ibid at p 23.
66. Above, A/HRC/38/35.
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itations on freedom of expression must meet the conditions of legality,®” necessity and
proportionality,®® and legitimacy.®

Notable insights we take from Kaye's summary include:

*  While the right to freedom of expression can be limited, it can only be limited for
particular legitimate purposes. This can include protecting the rights of others, so
long as they meet the criteria below (related to legality, necessity, and proportion-
ality).

+ To comply with the principle of legality, legal restrictions on freedom of expression
must limit government discretion, and there must be a clear and precise distinction
between expression that is lawful and unlawful. Further, any application of the law
to limit freedom of expression should lead to a right of review and appeal to a judi-
cial body.

+ States must show that there is an actual connection between whatever problem
they assert exists and the kind of intervention they are proposing to make. This
requires a clear demonstration of what kinds of expression are causing particular
kinds of harm, and how the legal proposal at hand will target only that kind of ex-
pression, and that targeting this kind of expression will be effective.

Many of the regulatory proposals we have reviewed do not meet these criteria because:

* The law is not precise enough to allow people to reliably distinguish between lawful
and unlawful expression and permits too much discretion to the state (or to plat-
forms) to determine whether or not content is lawful or not.

* There is no clear link demonstrated between the presence of some kinds of expres-
sion and the particular harms that states allege that expression causes. Some of
these harms have also not been clearly linked to other human rights interests to be
protected.

+ There is an uncertain evidence base for assessing how the proposed limitation on
particular kinds of online expression will have a demonstrable effect at mitigating
the identified harms.

67. “Legality. Restrictions must be “provided by law”. In particular, they must be adopted by regular
legal processes and limit government discretion in a manner that distinguishes between lawful and
unlawful expression with “sufficient precision”. Secretly adopted restrictions fail this fundamental
requirement. The assurance of legality should generally involve the oversight of independent judicial
authorities.”

68. “Necessity and proportionality. States must demonstrate that the restriction imposes the least bur-
den on the exercise of the right and actually protects, or is likely to protect, the legitimate State interest
atissue. States may not merely assert necessity but must demonstrate it, in the adoption of restrictive
legislation and the restriction of specific expression.”

69. “Legitimacy. Any restriction, to be lawful, must protect only those interests enumerated in article
19 (3): the rights or reputations of others, national security or public order, or public health or morals.
Restrictions designed to protect the rights of others, for instance, include “human rights as recognized
in the Covenant and more generally in international human rights law”. Restrictions to protect rights

to privacy, life, due process, association and participation in public affairs, to name a few, would be le-
gitimate when demonstrated to meet the tests of legality and necessity. The Human Rights Committee
cautions that restrictions to protect “public morals” should not derive “exclusively from a single tradi-
tion”, seeking to ensure that the restriction reflects principles of non-discrimination and the universality
of rights.”



Many commentators argue that within the international community, as well as within do-
mestic jurisdictions, there is little social consensus about what the platforms should do in
relation to specific content. As such, they argue it is too soon to be committing vague rules
to legislation. This concern can be avoided in two ways:

1) By adopting human rights approaches which already enjoy broad support across
the international community.

2) By limiting content moderation regulation approaches to content which is already
illegal, rather than attempting to create new categories of content that is “harmful
but lawful” in the way being attempted by the UK Online Safety Legislation.

Importantly, the investors should be aware that states frequently perceive human rights
as a barrier which prevents the state from doing what it wants to do. In this regard, states
do not always want to protect their citizens’ human rights. If the platforms act in order
to maximise the protection of human rights (even in proportionate and limited ways that
remove the most unarguably harmful content) that does not mean that states will support
the platforms to act in that way.

Given it operates in a global context, the Investor Group should be aware that a particular
concern held by human rights groups is that authoritarian states will justify repressive
regulatory approaches in their own countries by pointing to similarly repressive regula-
tory approaches being adopted by democratic nations. Furthermore, some of the legisla-
tion being adopted creates the risk that it will have extra-territorial effect: for example, a
restriction in Germany may lead to content being restricted outside Germany. This would
be undesirable for a range of reasons, not least that citizens of other countries have no
democratic input into the laws adopted by other nations.

The dominant legal and policy position globally is that platforms are not liable legally for
the content posted by users. This area of law and policy is referred to as intermediary
liability. Historically, if a person objected to content posted on a platform by a user, their
legal remedy was against the user, not the platform. The current regulatory trajectory
is beginning to run against this historical position because it makes the platforms liable
for the content produced by their users. An important point to consider is how far many
of the harms being targeted by these regulatory proposals might instead be dealt with
better as a user-to-user issue.

Many of the regulatory proposals related to content moderation are trending toward
making platforms liable for content posted by users. This means the principles of inter-
mediary liability are being undermined. Intermediary liability is exemplified by the Com-
munications Decency Act of 1996 includes s 230, referred to as “the twenty six words that
created the internet” by scholar Jeff Kosseff.”® Section 230 states:

No provider or user of an interactive computer service shall be treated as the publisher or
speaker of any information provided by another information content provider.

70. Kosseff, Jeff. The Twenty-Six Words That Created the Internet. Ithaca; London: Cornell University
Press, 2019.
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The digital tech platforms have traditionally been based in the US, meaning US law has
influenced their operations.”” Contemporary discussion about regulation in the US focus-
es heavily on the notion that section 230 could be repealed, or that protections conferred
on companies by section 230 could be revised or restricted (in practice, this has already
occurred through copyright protection legislation). We understand that these proposals
have not been given much detail.

The effect of section 230 (as it is commonly referred to among internet scholars) is to
provide, through US federal regulation, a shield to the platforms, or any website that
hosts content generated by users who are not affiliated with the platforms themselves.
It is broadly accepted that the platforms could not exist in their current form without s
230: this is said to be because, without it, the platforms would be treated as endorsing
or themselves expressing the information that users submit via their platforms, thereby
exposing them to legal and financial risks. Balkin has said that:”

Section 230 immunity and, to a lesser extent, § 512 [copyright] safe harbors have been
among the most important protections of free expression in the United States in the digital
age. They have made possible the development of a wide range of telecommunications
systems, search engines, platforms, and cloud services without fear of crippling liability.
An early version of Google or Facebook might not have survived a series of defamation
lawsuits if either had been treated as the publisher of the countless links, blogs, posts, com-
ments, and updates that appear on their facilities.

There is wide consensus that section 230 is not well understood in public discussions. In
particular there has been a concerted campaign by some in US politics to suggest that
it imposes a requirement on platforms to provide moderation of content that is, on a
party-political basis, neutral, objective or balanced, and only provides such a shield if this
requirement is followed. This is incorrect.

Section 230 is a kind of “intermediary liability law". In the European Union, the e-Com-
merce Directive plays a similar role. Intermediary liability laws not only absolve platforms
of liability if they do not moderate content, but also allow them to actually moderate con-
tent. Kosseff explains that section 230 is, in part, a response to case law which suggested
that a website that removed some content, but permitted other content, could or should
be treated as endorsing the content that it allowed to remain on its services. As a result,
it was treated as being “the publisher or speaker” of the content it did not remove, and
subject to, among other things, action for defamation. Therefore, while section 230 pro-
vides a shield for the platforms when they fail to take actions that government and civil
society might want them to take, such as removing certain types of “harmful” content, it
also enables them to take the actions which are being suggested. As some commentators
have put it, without section 230, the platforms would be like other corners of the internet,
which are practically unusable because they are dominated by content such as pornogra-
phy and spam.

71. Increasingly, states are requiring the platforms to have representatives present within their sov-
ereign jurisdictions, not only in the US. This has created concerns about the personal safety of those
representatives in countries seeking to co-opt or control the way that the platforms moderate content:
two recent examples of this include India and Turkey.

72. Balkin JM, ‘Old-school/New-school Speech Regulation’ (2014) 127 Harvard law review 2296 at 2313.
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As noted above, many countries adopt some form of intermediary liability law, which is
essential for any platform that hosts user-generated content. Intermediary liability can
also be a crucial tool for platforms to resist interference by governments seeking to con-
trol the way that platforms moderate speech by taking enforcement action against them.
As a result, civil society organisations have articulated the Manila principles on interme-
diary liability, which date back to May 2015.” These relate to the issue of intermediary
liability, but notably, they still emphasise transparency and accountability in any laws or
content moderation restriction policies and practices.” The Manila principles therefore
offer a useful standard for assessing regulatory proposals. They include that:

* Intermediaries should be shielded from liability for third party content.
+ Contentmust not be required to be restricted without an order by a judicial authority.

+ Requests for restrictions of content must be clear, be unambiguous, and follow due
process.

+ Laws and content restriction orders and practices must comply with the tests of
necessity and proportionality.

+ Laws and content restriction policies and practices must respect due process.

+ Transparency and accountability must be built into laws and content restriction pol-
icies and practices.

There is a credible and notable list of individuals and institutions that support the Manila
principles available online.”™

73. A comprehensive background document is available at <https://www.eff.org/files/2015/07/08/ma-
nila_principles_background_paper.pdf>.

74. Supported by Electronic Frontiers Foundation, Associacion Derechose Civiles, Article 19, The Cen-
tre for Internet and Society, Ong Derechos Digitalses, Kenya ICT Action Network, OpenNet.

75. See <https://manilaprinciples.org/organization-signatories.html> and <https://manilaprinciples.
org/individual-signatories.html>.
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What does good regulation look like?

There is widespread support for anchoring the task of regulating content moderation in
the language and law of human rights, and particularly the right to freedom of expression.
This context provides a vocabulary and a set of widely accepted concepts and principles
for articulating why freedom of expression is important, when it can be limited in ways
that are consistent with the public good, and what the common risks are to any situation
where states are proposing to limit it.

To illustrate the utility of anchoring this topic in the human right to freedom of expression,
below we have summarised key points made by the UN Special Rapporteur on Freedom
of Expression, David Kaye, in his report to the UN Human Rights Council of 2018.7¢ Kaye
is a respected academic who has engaged extensively with governments, platforms, ac-
ademia and human rights groups in formulating his position. He also regularly defends
his approach to human rights and the platforms and welcomes engagement with sceptics
and dissenting voices.”’

In general, good regulation will be clear enough and specific enough that the platforms
are able to interpret it and comply with it without recourse to litigation. Bad regulation
will leave it unclear what the platforms are required to do, and in relation to what specific
content.

The nature of the content is integral to this. If regulation only offers vague indications
of what content the platforms should moderate then compliance will become a fraught
activity, likely with adverse outcomes for users. This is true even if the regulation is clear
in other regards. For example, if the regulation applies to child sexual abuse material, it
will be easy to understand what content is relevant and how it should be moderated. If
it applies to vague and contestable classes of information - like “coordinated inauthentic
behaviour”, “misinformation”, and to a lesser (but still considerable) extent “hate speech”
and “terrorist content”, then the platforms have insufficient guidance about what they
ought to be moderating and why. With heavy penalties at stake, they will be obliged to
err on the side of over-removal of content, which will likely put them in breach of human
rights.

As well as applying to clearly defined content, good regulation will create obligations on
the platforms to record and report on how they are complying with the legislation. This
will complement regulatory requirements for systems of appeal which meet the princi-
ples of natural justice, so that users can contest the content moderation actions of the
platforms.

Atthesametime, good regulationwill be alerttothe unprecedented risks thatarise fromthe
platforms attempting to comply. The platforms are an exceptionally advanced architecture
for surveillance and create significant digital tools for enhancing or suppressing rights of
expression, opinion, privacy, and association. To the same extent that the platforms at
their best greatly enable these rights, at their worst, they could greatly repress them.

76. Above, A/HRC/38/35.

77. 'The Lawfare Podcast: The Arrival of International Human Rights Law in Content Moderation’
(Lawfare, 27 May 2021) <https://www.lawfareblog.com/lawfare-podcast-arrival-international-hu-
man-rights-law-content-moderation>.
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Anjum Rahman is a leading voice on New Zealand's response to the Christchurch attacks.
She is a lead spokesperson for Inclusive Aotearoa Collective Tahono, a spokesperson for
the Islamic Women's Council of New Zealand, and a civil society member for the panel ad-
vising the GIFCT. She wrote an opinion piece for the Guardian opposing elements of New
Zealand's own regulatory response to the Christchurch attacks. Within her criticism, she
offers a useful summary of a key risk that good regulation will guard against:”®

Any legislation should be assessed considering the worst-case scenario ... How might a

hostile government misuse this legislation, and what checks and balances are in place to
prevent that misuse?

The key features to look for in assessing regulatory proposals are as follows:”®

Legality: does the regulation create a clear enough distinction between permissible
and impermissible content, such that it avoids abusive or discriminatory enforce-
ment? Can users and platforms reasonably understand what content is or is not
allowed, and what they must do in response?

Necessity, legitimacy and proportionality: does the regulation aim to achieve a
legitimate aim, such as protection of the rights of others? Is there a demonstrable
connection between its purpose and the tools it uses to achieve that aim? Does it
take the least restrictive approach available for individual rights and freedoms?

Transparency: does the legislation require records to be kept showing how the leg-
islation has been applied, both by platforms and by governments? Transparency is
a crucial measure for detecting and remedying abuse, as well as assessing whether
interventions are necessary and proportionate, including whether they are having
the intended impact.

Reliance on automation: does the regulation effectively require the use of auto-
mated tools in order to achieve compliance? For example, is it impossible to comply
with a particular timeframe without the use of proactive algorithmic detection?

In summary, good legislation will do the following:

Set rules and standards that are as clear as possible to distinguish between what
kind of content is permitted and what kind of content is not permitted. “[I]t is not
enough that restrictions on freedom of expression are formally enacted as domes-
tic laws or regulations. Instead, restrictions must also be sufficiently clear, accessible
and predictable (CCPR/C/GC/34)."8° Any vagueness or ambiguity in these content
standards create a risk that they will be enforced in a discretionary or discriminatory
way. This could lead to abuse by nation states against minority populations or po-
litical opposition. It could also lead to discriminatory enforcement against minority
groups as a result of systemic discrimination, racism, sexism, or other factors.

Any decision that applies the law must be capable of review and appeal by a legal
body, such as a court or tribunal. “While it is recognized that business enterprises

78. ‘Livestreaming Bill Introduced after Christchurch Attacks Could Criminalise Innocent People |
Anjum Rahman | The Guardian’ <https://www.theguardian.com/world/commentisfree/2021/mar/15/
livestreaming-bill-introduced-after-christchurch-attacks-could-criminalise-innocent-people>.

79. Summarised by Brainbox based on Kaye, above, A/HRC/38/35.

80. Comment of the Special Rapporteur on the promotion and protection of the right to freedom of
opinion and expression to the Government of Germany on the the draft law “Netzdurchfihrungs-
gesetz’(NetzDG) Reference: OL DEU 1/2017 (1 June 2017).
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also have a responsibility to respect human rights, censorship measures should not
be delegated to private entities (A/HRC/17/31). States should not require the private
sector to take steps that unnecessarily or disproportionately interfere with freedom
of expression, whether through laws, policies or extralegal means (A/HRC/32/38)."®"

There must be a demonstrable connection between the kind of conduct being
restricted by regulation and the kind of harm that is alleged to result. Regulation
must only intrude upon individual freedoms to the extent necessary to achieve the
desired effect. Regulatory aims must also be legitimate in terms of human rights
norms. These requirements are caught by the terms “necessity”, “proportionality”,
and “legitimacy”: “The requirement of necessity ... implies an assessment of the pro-
portionality of restrictions, with the aim of ensuring that restrictions “target a spe-
cific objective and do not unduly intrude upon the rights of targeted persons”. The
ensuing interference with third parties’ rights must also be limited and justified in
the interest supported by the intrusion (A/HRC/29/32). ... [T]he restrictions must be
“the least intrusive instrument among those which might achieve the desired result”
(CCPR/C/GC/34)."82

Legislation should require and foster transparency about what content moderation
actions are being taken and why. These transparency requirements should be im-
posed on both states and platforms.

Legislation that requires the use of automated detection and enforcement tools
will require companies to use tools that import bias, and may have discriminatory
effects. Automated tools are not sophisticated enough to include assessment of
context, which is frequently essential for determining whether content is permissi-
ble or impermissible.

Legislation should not unjustifiably limit individual privacy, including by requiring
platforms to report users to governments based upon what they are saying or doing
online. The right to privacy and the right to freedom of expression are linked.

Legislation that imposes massive financial penalties will influence platforms to take
a course of action most likely to reduce their own risk, including to over-remove con-
tent rather than risk a fine, which is likely to have disproportionate or discriminatory
effects.

Kaye, as UN Special Rapporteur for freedom of expression, made the following recom-
mendations for States:®

“States should repeal any law that criminalizes or unduly restricts expression, online
or offline.”

“Smart regulation, not heavy-handed viewpoint-based regulation, should be the
norm, focused on ensuring company transparency and remediation to enable the
public to make choices about how and whether to engage in online forums. States
should only seek to restrict content pursuant to an order by an independent and
impartial judicial authority, and in accordance with due process and standards of
legality, necessity and legitimacy. States should refrain from imposing dispropor-
tionate sanctions, whether heavy fines or imprisonment, on Internet intermediaries,
given their significant chilling effect on freedom of expression.”

81. Ibidatp 2.
82. lbid atp 2.

83. Above, A/HRC/38/35 at paras 65-69, pp 19-20.
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+ “States and intergovernmental organizations should refrain from establishing laws
or arrangements that would require the “proactive” monitoring or filtering of con-
tent, which is both inconsistent with the right to privacy and likely to amount to
pre-publication censorship.”

+ “States should refrain from adopting models of regulation where government agen-
cies, rather than judicial authorities, become the arbiters of lawful expression. They
should avoid delegating responsibility to companies as adjudicators of content,
which empowers corporate judgment over human rights values to the detriment
of users.”

+ “States should publish detailed transparency reports on all content-related requests
issued to intermediaries and involve genuine public input in all regulatory consid-
erations.”

A consistent thread throughout the material we have reviewed, including from Kaye, is
the role that transparency reporting and transparent approaches can play as a crucial
safeguard against abuse by platforms, users or governments. Kaye points to companies’
transparency reports as being a key indicator of the kind of pressure being placed on
platforms by nation states, but notes that enhanced transparency requirements would
produce more useful information:8

Companies have developed transparency reports that publish aggregated data on govern-
ment requests for content removal and user data. Such reporting demonstrates the kinds
of pressures the companies face. Transparency reporting identifies, country by country, the
number of legal removal requests, the number of requests where some action was taken
or content restricted and, increasingly, descriptions and examples of selected legal bases.
However, as the leading review of Internet transparency concludes, companies disclose “the
least amount of information about how private rules and mechanisms for self-and co-reg-
ulation are formulated and carried out”. In particular, disclosure concerning actions taken
pursuant to private removal requests under terms of service is “incredibly low”,

Kaye's recommendations also support platforms to push back against requests by gov-
ernments to deal with content in particular ways:®>

Companies often claim to take human rights seriously. But it is not enough for companies
to undertake such commitments internally and provide ad hoc assurances to the public
when controversies arise. Companies should also, at the highest levels of leadership, adopt
and then publicly disclose specific policies that “direct all business units, including local
subsidiaries, to resolve any legal ambiguity in favour of respect for freedom of expression,
privacy, and other human rights”. Policies and procedures that interpret and implement
government demands to narrow and “ensure the least restriction on content” should flow
from these commitments. Companies should ensure that requests are in writing, cite spe-
cific and valid legal bases for restrictions and are issued by a valid government authority
in an appropriate format. When faced with problematic requests, companies should seek
clarification or modification; solicit the assistance of civil society, peer companies, relevant
government authorities, international and regional bodies and other stakeholders;, and

84. Above, A/HRC/38/35 at p 13.
85. Above, A/HRC/38/35 at para 50.
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explore all legal options for challenge. When companies receive requests from States under
their terms of service or through other extralegal means, they should route these requests
through legal compliance processes and assess the validity of such requests under relevant
local laws and human rights standards.

Kaye notes that transparency practices are essential for illuminating the relationships be-
tween platforms and states, for supporting trust and confidence, and for mitigating the
potential for abuse:8¢

In the face of censorship and associated human rights risks, users can only make informed
decisions about whether and how to engage on social media if interactions between com-
panies and States are meaningfully transparent. Best practices on how to provide such
transparency should be developed. Company reporting about State requests should be
supplemented with granular data concerning the types of requests received (e.g., defama-
tion, hate speech, terrorism-related content) and actions taken (e.g., partial or full removal,
country-specific or global removal, account suspension, removal granted under terms of
service). Companies should also provide specific examples as often as possible. Transpar-
ency reporting should extend to government demands under company terms of service and
must also account for public-private initiatives to restrict content, such as the European
Union Code of Conduct on countering illegal hate speech online, governmental initiatives
such as Internet referral units and bilateral understandings such as those reported be-
tween YouTube and Pakistan and Facebook and Israel. Companies should preserve records
of requests made under these initiatives and communications between the company and
the requester and explore arrangements to submit copies of such requests to a third-party
repository.

Transparency is also an important safeguard against the misuse or over-use on automa-
tion and the ensuing impact on freedom of expression:#

Notwithstanding advances in aggregate transparency of government removal requests,
terms of service actions are largely unreported. Companies do not publish data on the
volume and type of private requests they receive under these terms, let alone rates of com-
pliance. Companies should develop transparency initiatives that explain the impact of au-
tomation, human moderation and user or trusted flagging on terms of service actions.
While a few companies are beginning to provide some information about these actions, the
industry should be moving to provide more detail about specific and representative cases
and significant developments in the interpretation and enforcement of their policies.

Once legislation passes through democratic processes founded on the rule of law and
human rights, its ultimate effect can be different than originally intended. In relation to
each state-based regulatory proposal, there are a number of legal and political factors
that may lead legislation as drafted to take a different course than expected. This is espe-
cially important to bear in mind when it comes to understanding what a regulatory pro-
posal would do based on statements by media or politicians. It is equally important even
where regulation has been passed as legislation by democratic bodies. When it comes to

86. Above, A/HRC/38/35 at para 52.
87. Above, A/HRC/38/35 at para 62.
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protecting fundamental rights, it is a good thing that the intended effect of the law may
change over time as it makes its way through political, legislative and legal systems.

When assessing the merits of any regulatory proposal we emphasise the following in-
sights about the legislative process to the investor group.

Draft pieces of regulation may be subject to significant revision after public consul-
tation, which can take significant time and lead to large volumes of material and
commentary. Much of this commentary must be incorporated into a draft in some
form. A proper public consultation process should be open to the possibility that the
legislative exercise is abandoned entirely, although this is unlikely.

Even a well-advanced legal proposal from the executive branch of government may
not receive enough votes in a legislative body to be passed. This can result from po-
litical or pragmatic factors unrelated to the merits of the regulatory proposal.

Given the long timeframe for developing these regulatory proposals and passing
them into law, executive governments pushing a particular piece of legislation may
lose power in democratic elections before the regulatory proposal can be advanced.
Again, this may have little to do with the merits of the regulation being proposed by
that government.

Where regulation is passed as legislation, within some constitutional systems, the
law may be struck down by the judicial branch of government for non-compliance
with higher law such as a written constitution. This can render a regulatory proposal
ineffective when it eventually comes to be assessed by the judicial branch of govern-
ment, but it can take a long time before the legal position is clear.

In some constitutional systems, the judicial branch may interpret statutory language
broadly or narrowly in order to take a more rights-consistent approach. While this
does not amount to formally striking down a law, it can significantly alter the actual
effect of the regulation by comparison with the publicly stated intent of executive
or legislative government. Many of the regulatory proposals we investigated used
vague or imprecise standards to delineate between permissible and impermissible
content, and we predict that judicial interpretation will be a significant factor in un-
derstanding what these standards actually require.

When a law has been passed, compliance can be achieved in two ways: through
proactive response by the regulated entity, either for non-punitive good faith rea-
sons, or to avoid punitive penalties; or by compliance and enforcement action by
the specified regulatory body. Where regulation relies heavily on punitive deterrent
approaches (as many of the proposals do), compliance action will occur through
legal processes and may be challenged through review and appeal to courts. As a
result, any remedy or penalty imposed on the platforms under the law may take
years to be implemented, making it difficult to assess the merits of the regulation
in advance. Further, during legal enforcement processes, the practice of statutory
interpretation by the judicial branch may substantially alter the effect of the law by
comparison with what observers or executive/legislative actors thought the law’s
effect would be.

Many of the legislative proposals require further regulatory processes to be fol-
lowed, for example the articulation of secondary or delegated legislation and codes
of practice to narrow the broad drafting of the regulatory instrument as drafted. For
this reason, it is impossible to say at this point what the platforms’ final legal obliga-
tions will be with regard to content moderation.
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* In some cases, domestic regulatory proposals may be subject to review by inter-
national legal bodies. This is another way that a domestic regulatory proposal as
drafted may be challenged or subject to review.

Given the novelty of each of the legislative proposals we assessed, it is difficult to predict
how the stated intention of executive or legislative branches of government about a leg-
islative proposal’s intended effect will come to pass, given the input of other democratic
and legal institutions.

It is important to emphasise that each of the points raised in the bullet points above are
important features of proper governance according to the rule of law, the doctrine of
the separation of powers and democratic principles. The factors we identify in the bullet
points are not barriers to effective regulation, they are part of the legal environment that
effective regulation should anticipate and embrace. Such barriers are an essential part
of the requirement that states only limit the human right to freedom of expression using
law, rather than arbitrary discretion. They result from legal and constitutional efforts to
prevent the concentration of power in any one arm of government, precisely because of
the threats this poses to individual civil liberties and human rights. Because of the inev-
itable impact that state influence on platform content moderation will have for rights to
privacy, freedom of expression, and freedom of association, it is essential that good regu-
lation embraces and invites input from a range of constitutional actors.
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Risks created by content-specific regulatory proposals

We reviewed secondary materials and commentary around a range of regulatory propos-
als. Our review could not be comprehensive given the limited scale of this project, howev-
er we have identified a range of prominent features which are present to varying degrees
in a range of regulatory proposals. We set these out here with a view to providing insight
into the desirability of those regulatory features.

There is a clear trend towards greater regulation of the platforms. Much of this is already
in effect via a network of self-regulatory and co-regulatory mechanisms and policies, pri-
vate and independent regulatory institutions, and voluntary collaborations between the
platforms and states. There are significant gaps in this network of regulatory mechanismes,
specifically in relation to record keeping, public data availability, transparency, and con-
sistency of content moderation decision-making. This variety of non-legislative regulatory
interventions is discussed by the Global Network Initiative:8®

Governments are increasingly considering ways to regulate content and conduct through
tried-and-true legal demands to intermediaries, to deploying government-ordered network
disruptions. Governments are also trying out “new school,” less-direct, and non-legal ap-
proaches, including pressuring ICT intermediaries to expand the range of content prohib-
ited under their community standards, as well as their enforcement of those standards
— often under the (implicit or explicit) threat of legislation or regulation.

All content-specific content moderation regulation requires platforms to do a series of
common tasks. We covered many of those tasks in Part 1. If legislators wish to commit
these tasks to legislation, they must be capable of clearly stating what those tasks are and
how they should be performed, which is difficult.®® Further, each of these tasks imports a
degree of risk from a human rights perspective. We explain those core common tasks and
illustrate how they import human rights risks below. The tasks are:

1. The legislation must define a set of categories of content that clearly distinguish
between permissible and impermissible content. This creates risks to freedom of
expression because it authorises states to dictate what may or may not be said.
While states clearly can justifiably limit freedom of expression, it is difficult to do so
using clear language that creates predictable categories. Traditionally, these cate-
gories were framed in terms of legal and illegal speech: increasingly, regulators are
attempting to create new categories of speech that are lawful, but allegedly harmful.
This is a difficult exercise. It also creates risks that states will unjustifiably limit free-
dom of expression on particular topics in the name of “safety” or avoiding “harm”,

88. See Global Network Initiative “Content Regulation and Human Rights: Analysis and Recommenda-
tions” (2020) at p 7.

89. This is essential from a human rights perspective, as the line between permissible and impermis-
sible content must be clearly stated as a matter of law, not as a matter of discretion, which might be
abused by nation states.
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without meeting the thresholds of necessity and proportionality required by human
rights law.

. Next, platforms must be capable of identifying content which allegedly falls into a
category requiring it to be dealt with in a particular way. This is a difficult technical
task. Itis also a difficult legal task, as categories of content may not be well-defined.
The current technical methods for identifying such content all have risks of inaccu-
racy, and all raise the risk that they are abused. Because technical methods are al-
gorithmic, this also raises issues of bias and ethics which are acquiring prominence
in discussions in policy and tech communities. Accordingly, while automated meth-
ods might be thought to decrease human input, conversely, the use of automated
techniques can serve to compound the level of human input and oversight required.
The platforms broadly have the following methods available for identifying content
which might fall into prohibited categories and each of these methods also raise
human rights risks.

1. Proactive algorithmic detection (before upload or distribution). The use
of “upload filters” is one of the most restrictive forms of restriction on free-
dom of expression. They also rely on algorithmic methods which can suffer
from unjustified bias, discriminatory effects, or false positives. These sorts of
upload filters are the kind used by some companies to implement the GIFCT
shared hash database and they are, or should be, reserved only for the most
extreme content which has already been appropriately classified.

2. Reactive algorithmic detection (after upload and distribution). Algorith-
mic detection of content that occurs once something has already entered a
platform’s systems more likely relies on the use of machine learning tech-
niques and artificial intelligence, which increases the prospect that algorithmic
false positives or false negatives will have discriminatory or harmful effects.
Algorithmic systems are poor at detecting the context for content, which can
drastically change its intended and received meaning.

3. Flagging by general users: users on the platform can flag content that they
allege breaches community guidelines or other relevant rules, including reg-
ulation. These mechanisms are often subject to abuse or misreporting, for
an extremely broad range of reasons which are difficult to anticipate. Such
abuses include harmful reporting without justification in order to interfere
with another user’s online behaviour, including the practice of “copyright troll-
ing”. This has led to regimes of “trusted flaggers”, as outlined below.

4. Flagging by trusted users: platforms frequently confer “trusted” status on
some users, which enables their reports about content infringing platform
terms of service to be escalated rapidly. Such regimes create broad issues for
who can become a trusted flagger and can also lead to over-reliance on such
mechanisms, in situations where flagging by “non-trusted users” is equally im-
portant. There is evidence that the platforms are conferring trusted flagger
status on some government agencies, which creates further freedom of ex-
pression issues.

5. Flagging by states: there is a growing trend where states use platforms’ terms
of service in order to have platforms take down content. Content is removed
on the basis that it infringes platform terms of service, but this obscures the
fact that the request has come from a state, and may not have been autho-
rised by any other legal instrument. This creates issues where the user subject
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to the takedown notice has no knowledge that a state is the actor responsi-
ble for asking for their content to be removed. Further, because platforms
are under significant pressure from states on multiple fronts (including in the
areas of taxation, antitrust, and content moderation regulation proposals)
platforms have a real or perceived interest in being unduly deferential toward
notifications made by states. Human rights advocates express concern about
the way that platforms do not report on the number of requests for takedown
pursuant to community guidelines that are made by states. This practice has
been challenged in and upheld by the Israeli Supreme Court, and examined by
the UN Special Rapporteur for Freedom of Expression.

3. Once potentially infringing content has been identified, platforms must assess it

and classify it into one of the categories created by regulation. At this point, plat-
forms are likely to be confronted with a range of conflicting rule sets, or ambiguities
in those rule-sets. For example, platforms must already adjudicate between domes-
tic law, their own content policies, and international human rights principles. In the
future, one risk is that platforms will have to be able to apply a range of distinct
state-based regulatory mechanisms, all of which have similar structural flaws.

. Having classified the content once it has been identified, platforms must act in ac-
cordance with that classification decision. For platforms, how they should act in re-
sponse is not always clear cut. This is compounded by the way that platforms sit
across jurisdictions. One concern raised by human rights organisations is that do-
mestic regulation may be applied to limit people from viewing content outside the
jurisdiction of a state’s sovereign jurisdiction. Furthermore, there is a developing
discussion about moving content moderation action beyond the binary decision to
take it down or leave it up, including to place content behind an interstitial barrier,
algorithmically de-rank it so it is seen less often, to delete it, or make it less likely to
be seen by users with particular characteristics (ie, children or people expressing
a preference not to see content of that type). One risk created by regulation that
imposes harsh penalties for non-compliance and sets short timeframes for action is
that these decisions must be made fast, and are usually done with a view to avoiding
liability, rather than protecting the rights of users, or with regard to the potential
abuses by states or other users.

. Regulation seldom focuses on providing procedural rights or a right of appeal
against a decision made by a platform to act on particular content, including wheth-
er the platforms’ own classification decision was correct. Good regulation should
take these process rights into account (the EU’s Digital Services Act proposal is the
strongest in this regard). One significant criticism of Germany’s NetzDG law is that
it requires platforms to make classification decisions based on legal criteria, but it
provides little judicial oversight or appeal to judicial mechanisms in response to
those decisions. One effect of this is that it effectively shifts the state’s legal influ-
ence over content moderation outside the oversight of the judicial system, remov-
ing key checks and balances on government use of legal power.
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Preferable regulatory approaches

Among human rights commentators, there seems to be a consensus that regulatory ap-
proaches which dictate to the platforms particular content standards are undesirable and
create significant risk to human rights. By contrast, there is widespread support from a
range of actors for regulatory approaches which enhance independent insight into how
the platforms are moderating content according to their own standards.

The best kind of regulation by states would enhance auditing and scrutiny of how content
moderation systems are operating. Regimes of this kind are beneficial because of the way
they aim to remedy power imbalances between different parties to a content moderation
process. We think that the separation of powers, and the use of checks and balances on
different actors within content moderation systems, are useful theoretical traditions to
draw upon in regulating the content moderation relationship.

This transparency-centred approach is being suggested for the EU’s Digital Services Act
and it merits further investigation. A similar approach to regulation (in the context of
disinformation) is supported by the UN Special Rapporteur on Freedom of Expression:®

State regulation of social media should focus on enforcing transparency, due process
rights for users and due diligence on human rights by companies, and on ensuring
that the independence and remit of the regulators are clearly defined, guaranteed
and limited by law.

We endorse regulation of this kind because we believe it contributes to an overall balance
and separation of powers between platforms, users and states in the following ways:

« Empower individuals against platforms: to better understand and demonstrate how
the platforms may be acting to control their behaviour in the digital space. This will
also facilitate better public discussions about how the platforms are acting in rela-
tion to particular pieces of content.

+ Empower NGOs against platforms by providing a superior evidence base for prais-
ing or criticising the way the platforms are moderating content. NGOs will also have
better insight into how governments may be influencing platforms.

+ Empower states against platforms by providing a better empirical basis for demon-
strating where content moderation decisions are being made according to improper
considerations or poor process, or where decisions are out of step with community
expectations. States would also be able to demonstrate that a particular incident
that has attracted public scrutiny is or is not part of a broader pattern of conduct
rather than being an isolated incident.

+ Empower platforms against states: platforms retain the authority to apply their
own content moderation policies, including to apply international standards rather
than domestic standards, and to develop an evidence base to defend their content

90. Report of the Special Rapporteur on the promotion and protection of the right to freedom of opin-
ion and expression, Irene Khan “Disinformation and freedom of opinion and expression” Human Rights
Council, Forty-seventh session, 21 June-9 July 2021 (A/HRC/47/25) at para 91.
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moderation practices. Equally, a range of competitors will be subject to the same
compliance and reporting obligations, meaning that market participants are not pe-
nalised for adopting virtuous reporting practices by comparison with their compet-
itors.

« Empower platforms to resist unjustified allegations made by individuals, NGOs or
States. Some commentators have pointed to the way that content moderation ed-
itorial stories or lapses in content moderation systems are a convenient source of
news for journalists. Equally, platform CEOs are being compelled to attend investi-
gative hearings by politicians and being asked about individual content moderation
decisions and whether they will take unilateral executive action in response, when
in many cases, it is preferable to leave such decisions to appropriate decision-mak-
ing processes. Equally, non-government organisations, researchers and academics
must currently speculate about what the platforms are or are not doing: transpar-
ent auditable reporting would have the effect of providing an evidence base which
supports the concerns being raised or does not.

+ Importantly however, regulation of this minimises the risk that States are empow-
ered against individuals, so long as privacy-preserving practices are adopted. Free-
dom of expression is a grey area, whereas privacy is an area of law and technological
practice that is very well-examined across a range of subject areas. Reporting at a
system level ought to be able to be done, in most cases, in a manner that preserves
individual privacy.

Notably, transparency and reporting regimes are an essential enforcement mechanism
for some human rights instruments. Passing regulation that implements such regimes
for content moderation by platforms are therefore reflective of modern human rights
practice. Recent human rights instruments such as the United Nations Convention on the
Rights of Persons with Disabilities, for example, create obligations on states to collect sta-
tistical data that illustrates the extent of their own compliance with the Convention.” The
Committee on the Rights of Persons with Disabilities also invites “shadow reports” from
NGOs and disabled people to enable independent criticism of states’ self-reports on their
compliance. An important reason for obliging states to collect such data is to empower in-
dividuals with disabilities to use that data to illustrate how states are non-compliant with
human rights instruments in domestic and international fora.

In our opinion, the best regulatory approach is to standardise the metrics for content
moderation, and requires those metrics to be made public. Obligations should also be put
on platforms to report on their content moderation efforts in line with these standardised
metrics.®? This will generate a basis for future regulatory action, if required. This evidence
base will also assist to take discussions about regulation from anecdotal case-based
insights, to broader evidence-based insights at a system level. There remains a risk that
reporting on content moderation may raise issues for individual privacy, but these are well
known issues that can be navigated, managed, or largely avoided with the right approach.

91. United Nations Convention on the Rights of Persons with Disabilities (3 May 2008) Article 31.
“States Parties undertake to collect appropriate information, including statistical and research data, to
enable them to formulate and implement policies to give effect to the present Convention. ... The infor-
mation collected in accordance with this article shall be disaggregated, as appropriate, and used to help
assess the implementation of States Parties’ obligations under the present Convention ...".

92. There are some indications that this approach is being pursued in regulatory approaches, al-
though at this stage in relation to ad-targeting only: ‘Lawmakers Want to Force Big Tech to Give Re-
searchers More Data’ (Protocol — The people, power and politics of tech, 20 May 2021) <https://www.
protocol.com/policy/social-media-data-act>.
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If the investor group is minded to advocate for regulation which imposes transparency re-
porting obligations, then the Santa Clara principles may provide some specificity to what
can be broad and non-specific calls for greater transparency.

In an effort to influence the trajectory of state-based and international law regulatory
initiatives, groups of interested parties sometimes collaborate on statements of principle
about a particular issue. These bodies of principle are not binding on anyone, but they
do form influential foundations for regulatory discussions, and points of agreement or
departure between interested organisations. In 2018, a group of institutions and individu-
als with authority in this area met to discuss content moderation at scale. They produced
three principles (the Santa Clara principles) on how content moderation should occur.

1. Numbers. “Companies should publish the numbers of posts removed and ac-
counts permanently or temporarily suspended due to violations of their content
guidelines.”

2. Notice. “Companies should provide notice to each user whose content is taken
down or account is suspended about the reason for the removal or suspension.”

3. Appeal. “Companies should provide a meaningful opportunity for timely appeal
of any content removal or account suspension.”

Such statements of principle can influence regulation by being taken into account by judi-
cial bodies, political bodies, or multilateral institutions such as the United Nations.>® The
statements of principle gain authority when authoritative people or institutions support
them - relevant signatories here include the following:

* The American Civil Liberties Union Foundation of Northern California
* The Center for Democracy and Technology

* The Electronic Frontier Foundation

* New America’'s Open Technology Institute

+ Four influential academic writers (Irina Raicu, Nicolas Suzor, Saray Myers West and
Sarah T Roberts). Notably, Suzor is now a member of the Oversight Board set up by
Facebook.

The Santa Clara principles provide a useful illustration of the kind of information that
should be disclosed for content moderation to be adequately transparent. The principles
say the following minimum information should be disclosed “in a regular report, ideally
quarterly, in an openly licensed, machine-readable format”:

« Total number of discrete posts and accounts flagged.
+ Total number of discrete posts removed and accounts suspended.

* Number of discrete posts and accounts flagged, and number of discrete posts re-
moved and accounts suspended, by category of rule violated.

+ Number of discrete posts and accounts flagged, and number of discrete posts

93. The UN Special Rapporteur for freedom of expression has recommended, for example, that
companies adopt “industry-specific guidelines developed by civil society ... and others” as a baseline
approach for protecting freedom of expression. Above, A/HRC/38/35 at para 70.
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removed and accounts suspended, by format of content at issue (e.g., text, audio,
image, video, live stream).

* Number of discrete posts and accounts flagged, and number of discrete posts re-
moved and accounts suspended, by source of flag (e.g., governments, trusted flag-
gers, users, different types of automated detection).

* Number of discrete posts and accounts flagged, and number of discrete posts re-
moved and accounts suspended, by locations of flaggers and impacted users (where
apparent).

The principles are a useful starting point for understanding the kinds of information that
civil society actors expect the platforms to disclose in order to be transparent.

Non-state regulatory measures to consider

As discussed, because of the risks that state use of legislation may pose to human rights,
it is worth considering whether non-legislative regulatory measures that are less subject
to control by states are preferable. We provide some examples below of the way that
non-legislative regulatory measures can be useful.

The services provided by large platforms are highly regulated information environments.
Within these, platforms are constantly controlling what opinion and information their
users are allowed to share and receive, even while they may give their users the impres-
sion that they do not. This is a first order form of regulation on content. They do this
through a combination of written rules and policies, algorithms, and enforcement actions.
The major internet platforms tend to have highly nuanced and comprehensive rulesets
about what content may be uploaded, shared, and accessed on their services - though
there is variation in these rules across the platforms and there is some concern about the
consistency and reliability of the processes followed to apply these content rules.

As such, there is no question that content on the major social media platforms is already
highly regulated. As a matter of fact, content moderation is their core business activity.
This is best summarised by Gillespie as follows:**

... platforms do, and must, moderate the content and activity of users, using some logis-
tics of detection, review, and enforcement. Moderation is not an ancillary aspect of what
platforms do. It is essential, constitutional, definitional. Not only can platforms not survive
without moderation, they are not platforms without it. Moderation is there from the begin-
ning, and always; yet it must be largely disavowed, hidden, in part to maintain the illusion
of an open platform and in part to avoid legal and cultural responsibility. Platforms face
what may be an irreconcilable contradiction: they are represented as mere conduits and
they are premised on making choices for what users see and say. Looking at moderation in
this way should shift our view of what social media platforms really do: from transmitting
what we post, to constituting what we see. There is no position of impartiality. Platform
moderators pick and choose all the time, in all sorts of ways. Excluding porn or threats or
violence or terrorism is just one way platforms constitute the social media product they

94. Gillespie, Tarleton. Custodians of the Internet. Yale University Press. Kindle Edition.



are generating for the audience. The persistent belief that platforms are open, impartial,
and unregulated is an odd one, considering that everything on a platform is designed and
orchestrated.

The Christchurch Call is a form of regulatory response which does not rely on the coer-
cive force of legislation at the nation-state level. A foundational principle of the Christ-
church Callis that it is voluntary. The Christchurch Call exists at a diplomatic level between
nation states and technology companies. It is effectively a statement of principle with a
comparable status to other statements of principle, such as the Manila and Santa Clara
principles (discussed below), although enjoying greater weight because of the participa-
tion of nation states and technology companies themselves. There are similar regulatory
measures relevant to our analysis in Part 1, which include the broader GIFCT organisation
and Tech Against Terrorism (the partnership between tech companies and the UN Count-
er-Terrorism Executive Directorate).

Increasingly, the Christchurch Call is likely to be invoked by non-state actors seeking to
resist regulation by nation states and this is likely to test the long term durability of the
call. Further, nation state signatories will be called upon to condemn actions by other
nation states, to the extent these are inconsistent with the principles of the Call. When
the Christchurch Call was negotiated, a group of civil society organisations raised a list of
concerns about it.%> This list of concerns is a useful resource for the investors in seeking to
understand the relevant issues.

In this regard, the response protocols we identified in Part 1 are again another form of
non-law regulatory response founded on partnerships between institutions. The Content
Incident Protocol is also an example of a coordinated regulatory response that makes use
of algorithmic tools (the shared hash database) as well as partnership and communica-
tion protocols among the platforms, and with nation states. Broader content moderation
efforts made by the platforms as well as changes to their policies and internal processes
can also fairly be described as regulatory responses, even if they are not reliant on the
legal authority of nation states.

The UN Special Rapporteur for freedom of expression, having comprehensively reviewed
the issues created by state regulation of social media platform, has called for an entity
that would develop case law and act as a kind of “social media council” for elucidating how
platforms are applying their content moderation policies:*

The companies are implementing “platform law”, taking actions on content issues without
significant disclosure about those actions. Ideally, companies should develop a kind of case
law that would enable users, civil society and States to understand how the companies
interpret and implement their standards. While such a “case law” system would not involve
the kind of reporting the public expects from courts and administrative bodies, a detailed
repository of cases and examples would clarify the rules much as case reporting does. A

95. See Civil Society Positions on Christchurch Call Pledge, available at <https://www.eff.org/
files/2019/05/16/community_input_on_christchurch_call.pdf>.

96. Above, A/HRC/38/35 at para 63.
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social media council empowered to evaluate complaints across the ICT sector could be a
credible and independent mechanism to develop such transparency.

In 2019, Facebook announced it would establish an “Oversight Board”, which we say close-
ly resembles the kind of social media council endorsed by the Special Rapporteur. We
have seen little recognition in public discussions of the way that the Oversight Board can
be traced to human rights conclusions by a UN Special Rapporteur and we think this
should be given greater weight when it comes to assessing the suitability of the Oversight
Board as a regulatory solution.

The relevant features of the Oversight Board are as follows.*’

The Board's operations are framed by a founding charter, dated September 2019.

The Board's founding charter requires the Board to consider its previous decisions
as being of binding effect, in a similar way to a Court. The Board is required to ex-
plain its decisions in writing.

The Board is also tasked with making policy recommendations, in a way that a strict-
ly legalistic Court would not. Facebook can seek these directly from the Board, or the
Board can make such recommendations in the course of its decisions.

The Board can seek information from Facebook to assist the Board to make deci-
sions and make recommendations, although to date Facebook has been resistant to
complying with many of these requests for information.

The Boards' members must number no less than 11 and are anticipated to reach
around 40. The members enjoy a 3-year term and current members include people
with highly prestigious qualifications and experience across human rights, law,
policy, journalism, and academia.

The intent of the Board is that it should refrain from implementing domestic laws
by nation states when making its decisions. This meant, for example, in relation
to the Board's decision about Facebook’s suspension of President Trump, that the
US Constitution was not directly relevant. Observers have speculated that this may
amplify the strength of countries’ reactions when Facebook acts against domestic
authoritarian or extremist leaders within States.

The charter requires the Board to have regard to the following sources of guidance,
principle or law in making its decisions and recommendations:

o Facebook’s values
o Facebook’s content policies

o Any prior board decisions “when the facts, applicable policies, or other factors
are substantially similar”

o Human rights norms protecting free expression

The Oversight Board is funded by an endowment made by Facebook, so its funding
is not contingent on Facebook’s continued approval.

The broad plan is that the Oversight Board could perform the same function that it
does for Facebook for other platforms too.

97. Key points drawn from the Board's founding charter at <https://oversightboard.com/gover-
nance/>.
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The Oversight Board's charter states that the Board's resolutions of each case:%

... will be binding and Facebook will implement it promptly, unless implementation of a
resolution could violate the law. In instances where Facebook identifies that identical con-
tent with parallel context — which the board has already decided upon — remains on
Facebook, it will take action by analyzing whether it is technically and operationally feasi-
ble to apply the board’s decision to that content as well. When a decision includes policy
guidance or a policy advisory opinion, Facebook will take further action by analyzing the
operational procedures required to implement the guidance, considering it in the formal
policy development process of Facebook, and transparently communicating about actions
taken as a result.

In a number of the Board'’s decisions, it has turned to human rights doctrine and United
Nations-related instruments in order to provide guidance for how it should make its own
decisions. In the Trump decision, for example, it applied the Rabat Plan of Action’s six-part
threshold test for assessing whether freedom of expression should be restricted on the
basis of incitement to hatred or violence.?

Some have framed the Board as a relatively self-interested attempt at self-regulation by
Facebook in order to stave off regulation by states, but to reduce it to this purpose would
be a mistake. That is because it would fail to account for the way that the Oversight Board
is in many ways a suitable or even desirable broad solution to the issue of content mod-
eration regulation. It also overlooks the fact that state-level regulation is complex, should
not be rushed, and does not yet exist in many cases. Non-state regulation like the Over-
sight Board has the benefit of moving much faster and allowing for flexibility in operations
as the Board’s practice evolves.

There is a complex and important body of commentary on why the Oversight Board is
limited as a regulatory response, but we think many of these criticisms can be dealt with
over time as the practice and procedure of the Board develops. In any event, the em-
inence of the people appointed to membership of the Board, the long duration of the
available funding, and the comparative absence of any alternative body which applies
human rights instruments to offer both legal and policy guidance to platform companies,
means that the Oversight Board will endure for the foreseeable future.

There is ample indication that the Oversight Board plans to use its position to procure
more detailed information from Facebook about how its products operate, consistent
with our overall conclusions that good regulation would start by inducing greater trans-
parency and reporting. The Oversight Board has already asked Facebook to answer some
tough questions, and it recommended “an open reflection on the design and policy choic-
es ... that may enable its platform to be abused” in relation to the events of 6 January 2021
at the US Capitol.

In a similar vein, the Board has recommended that Facebook make its data open to inves-
tigators and accountability mechanisms for any situation where “grave violations of inter-
national criminal, human rights and humanitarian law” are being investigated or prose-
cuted, consistent with our overall recommendation that transparency-oriented regulation

98. Oversight Board charter, art 4.

99. Itis apparent that Facebook contributed to the formulation of Rabat plan, which has been cited in
a range of international human rights instruments. See Trump Oversight Board decision 2021-001-FB-
FBR at p 30.
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is best practice at this stage in the platform regulation trajectory:'®

Facebook has a responsibility to collect, preserve and, where appropriate, share infor-
mation to assist in the investigation and potential prosecution of grave violations of in-
ternational criminal, human rights and humanitarian law by competent authorities and
accountability mechanisms. Facebook’s corporate human rights policy should make clear
the protocols the company has in place in this regard. The policy should also make clear
how information previously public on the platform can be made available to researchers
conducting investigations that conform with international standards and applicable data
protection law.

In its decision on Facebook’s decision to suspend President Trump, the Oversight Board
sought a range of information from Facebook to help inform its decision, which indicates
the kind of information that transparency requirements might impose on content mod-
eration platforms:'®!

In this case, the Board asked Facebook 46 questions, and Facebook declined to answer
seven entirely, and two partially. The questions that Facebook did not answer included
questions about how Facebook’s news feed and other features impacted the visibility of
Mr Trump’s content; whether Facebook has researched, or plans to research, those design
decisions in relation to the events of January 6, 2021; and information about violating con-
tent from followers of Mr. Trump’s accounts. The Board also asked questions related to the
suspension of other political figures and removal of other content; whether Facebook had
been contacted by political officeholders or their staff about the suspension of Mr. Trump’s
accounts; and whether account suspension or deletion impacts the ability of advertisers to
target the accounts of followers. Facebook stated that this information was not reasonably
required for decision-making in accordance with the intent of the Charter; was not tech-
nically feasible to provide; was covered by attorney/client privilege;, and/or could not or
should not be provided because of legal, privacy, safety, or data protection concerns.

In particular, the Board raised questions about the platform’s design and engineering in
response to Facebook’s allegations that Trump had abused its platforms to create a nar-
rative of election interference:

Facebook stated to the Board that it considered Mr. Trump’s “repeated use of Facebook
and other platforms to undermine confidence in the integrity of the election (necessitating
repeated application by Facebook of authoritative labels correcting the misinformation)
represented an extraordinary abuse of the platform.” The Board sought clarification from
Facebook about the extent to which the platform’s design decisions, including algorithms,
policies, procedures and technical features, amplified Mr Trump’s posts after the election
and whether Facebook had conducted any internal analysis of whether such design deci-
sions may have contributed to the events of January 6. Facebook declined to answer these
questions. This makes it difficult for the Board to assess whether less severe measures,
taken earlier, may have been sufficient to protect the rights of others.

This suggests that, while the Oversight Board proposal as a whole may be desirable, there
is room for regulatory support for any situation where Facebook is being asked to disclose
information, but it declines to do so.

100. Case decision 2021-001-FB-FBR at p 37.
101. Case decision 2021-001-FB-FBR at p 21.
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Despite its willingness to ask difficult questions of Facebook, the Oversight Board has
also explicitly directed Facebook to “resist pressure” from governments to silence political
opposition.'©2

Restrictions on speech are often imposed by or at the behest of powerful state actors against
dissenting voices and members of political oppositions. Facebook must resist pressure from
governments to silence their political opposition. When assessing potential risks, Facebook
should be particularly careful to consider the relevant political context. In evaluating politi-
cal speech from highly influential users, Facebook should rapidly escalate the content mod-
eration process to specialized staff who are familiar with the linguistic and political context
and insulated from political and economic interference and undue influence. This analysis
should examine the conduct of highly influential users off the Facebook and Instagram
platforms to adequately assess the full relevant context of potentially harmful speech. Fur-
ther, Facebook should ensure that it dedicates adequate resourcing and expertise to assess
risks of harm from influential accounts globally.

102. Case decision 2021-001-FB-FBR at p 36.
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CONCLUDING COMMENTS ON
REGULATION

As a whole, we are persuaded by the weight of expert criticism that the likely effect of
the current regulatory trajectory is highly concerning from a human rights perspective.
Much of the proposed legislation creates compliance requirements which demonstrate
that regulators believe content moderation is a simple rather than complex exercise; that
accurate moderation at scale is possible within exceedingly short timeframes; and that
automation can accurately and safely achieve this. None of this is correct.

There is a risk that “human rights” can be framed by states and by anti-platform advo-
cates as being idealistic or inconvenient barriers to be avoided or overcome. By contrast,
they must be seen as essential protective limitations for human dignity and flourishing.
Human rights instruments and human rights law contain within them acceptable and pro-
portionate ways to limit and balance human rights, but limiting human rights in this way
should not be confused as avoiding or abandoning an overall commitment to a human
rights approach.

Content-specific regulation approaches raise a host of practical and legal issues. It will take
time to assess what effects any of this content-specific regulation will have. One feature
of any legislation that imposes content-specific obligations is that it requires significant
amounts of discretion, judgement, and the balancing of competing factors. That means its
merits can only be assessed after it has been operational for a reasonable period of time.

Given the risk to individual human rights created by partnerships between platforms’ dig-
ital infrastructure and the state’s power, one insight we have taken from our research is
that there are principled merits to non-state approaches to the regulation of expression.
The primary benefit of non-state regulatory measures is that they leave final authority for
determining what is permissible and impermissible expression to bodies other than the
state. In this regard, the Oversight Board, established by Facebook, is a regulatory inter-
vention for dealing with content moderation issues that deserves a fair chance.

States should limit themselves to intervening only in content which is already illegal, such
as incitement to violence, threats of violence, or discrimination. States should resist the
temptation to attempt to create a completely “safe” online environment without carefully
defining what they mean by “safety”, and considering the necessity, proportionality, and
legality of their interventions to restrict freedom of expression in the name of the safety
of others. All such interventions require clear and demonstrable justification using inter-
ventions which are capable of being reasonably understood and responded to by users,
platforms, and governments.

It is important to take a long-term view when it comes to assessing how content mod-
eration is regulated. One crucial dynamic to bear in mind is the way that freedom of ex-
pression is a right that protects individuals’ ability to draw public attention to breaches of
other human rights, including fundamentals like the right to life, the right to participate in
public life and vote, the right to practice religious beliefs, the right against arbitrary deten-
tion, and the right to refuse medical treatment. The platforms add a novel dynamic to the
interaction between States and individuals when it comes to freedom of expression. That
is because they are digital infrastructures for moderating content that create bottlenecks
for human interaction the likes of which human society has never seen. In this regard,
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it is essential to consider the way that, once legal powers to control these platforms are
handed to states, the mechanisms for raising awareness about how that technology is
abused are also suppressed. This could have a cascading effect over time which must be
anticipated.

We think it is unrealistic to suggest that no form of algorithmic monitoring will be used
to moderate content, particularly given the scale of the platforms. As such, regulation
should reasonably anticipate the use of algorithmic monitoring systems. However, regu-
lation should not assume that these systems will be accurate without human oversight. It
should also not assume that they are always reliable. Regulation should anticipate the fact
that imposing harsh penalties on platforms for failing to remove content rapidly will lead
to heavier reliance on algorithmic systems, and the weighting of these systems toward
over-removal (false positive) rather than under-removal (false negative) of content.
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APPENDIX: ABOUT BRAINBOX AND
ITS ROLE IN THIS PROJECT

Brainbox is an independent consultancy and think tank based in New Zealand, which spe-
cialises in issues at the intersection of technology, politics, law and policy. Brainbox and its
key personnel have prepared funded legal research reports and advice on the following
subjects:

+ The implementation of the law in digital systems and the representation and im-
plementation of legal instruments in machine executable languages (Legislation as
Code);

+ The use of algorithmic methods to analyse written decisions by judicial bodies and
the policy implications of this, including methods of enhancing access to primary
legal materials (Judgments as Data);

+ The relationship between concepts of “trust” and “automated decision-making”, to
support a wider research programme by the Digital Council for Aotearoa (Trust and
Automated Decision Making);

+ The legal implications of emerging technologies that create highly convincing but
unreliable audio-visual media and how the New Zealand legal system deals with
potentially harmful audio-visual content (Deepfakes and synthetic media);

+ The policy implications of misinformation and disinformation, including attempts to
regulate the creation and distribution of such information;

* A range of research investigations into health and disability policy, including how
human rights instruments do or do not influence such policy (reports on accessibil-
ity, access to justice and human rights).

Brainbox's brief was to apply its expertise in this and related subjects in order to reach
conclusions and provide key insights to the group on the two key questions identified in
parts 1 and 2. Brainbox’s role has not been to provide advice or recommendations to the
group, whose members each have their own priorities and obligations when it comes to
responsible investment practices and their relationships with the platform companies.

In this report, we limit our comments to the questions set out in the brief and aim to share
insights to support the investor group to make its own decisions and recommendations.
This includes any advocacy activity the group wishes to engage in with the platform com-
panies or with state-level regulators. This report gives the investor group a basis from
which to assess the likely implications and trade-offs of any recommendations they wish
to make.
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APPENDIX: EXPLAINING SCOPE OF
ASSESSMENT IN PART 1

It is possible that the products offered by the platforms were a cause of the physical vi-
olence on 15 March to the extent that they were used to radicalised the individual and
persuaded or inspired him to commit a violent act. They may also be contributing to real
world violence elsewhere. We note that:

* The shooter self-reported that content he consumed on YouTube had an inspira-
tional effect. The Report of the Royal Commission does not rule out that content ac-
cessed via YouTube may have had a radicalising effect on the Christchurch terrorist.

* There are empirical studies that examine the way that YouTube’s recommendation
algorithms recommend terrorist or extremist content. One study concluded that
in 2016 the recommendation algorithm may have recommended such content, al-
though by 2020 this situation was improved.'®

+ The genesis of the shared hash database now managed by GIFCT came after a series
of terror attacks in 2015-2016 which were thought to have been inspired by online
propaganda from ISIS intended to inspire lone actor attacks. This led to the EU Code
of Conduct on lllegal Hate Speech and the auditing mechanisms under that instru-
ment, and then to the founding of GIFCT in early 2017.

« Itis important to note that, while YouTube is targeted most often when it comes to
allegations of radicalisation, the Royal Commission also describes behaviour by the
shooter on Facebook that might reasonably be argued to have contributed to his
radicalisation to extremist views and to violence, and there is an extensive history of
scholarship on the role of Twitter in spreading ISIS propaganda, which has as one of
its goals the recruitment of future lone actor terrorists.

We initially attempted to separate what happened in the 15 March terror attacks into
broadly ‘online” and ‘offline’ components. The offline components would include the re-
al-world violence and the online components would include the objectionable audio-vi-
sual content, as well as other aspects of the event that were internet-based. This would
allow us to separately examine the platforms’ contributions to both the online and offline
components of the attack.

We concluded that the division between these two categories at times was difficult to
maintain. In particular, there is a plausible relationship between the dissemination of
online material produced during an attack and the consequent inspiration of future phys-
ical attacks, which then lead to further online content.'

103. Murthy D, ‘Evaluating Platform Accountability: Terrorist Content on YouTube’ [2021] American
Behavioral Scientist 0002764221989774.

104. This can be seen in the shooter’s allusions to Anders Breivik, as well as in subsequent attackers’
allusions to the events of 15 March 2019.
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However, we have excluded the question of the platforms’ contribution to the real world
violence on 15 March (as distinct from the online components of the attack). There are
several reasons for this:

+ Practically speaking, the contribution of social media platforms to radicalisation and
radicalisation to violence is a growing body of empirical research which is beyond
the scope of this project.

+ Radicalisation is not the same as radicalisation to violence. While many people
access radical content (including some videos hosted on YouTube), and some of
these people develop radical beliefs, a comparatively smaller number go on to
commit violent acts like the March 15 attacks. The Report of the Royal Commission
especially noted this, based on its consultation with a range of experts and layper-
sons.

+ The Report of the Royal Commission documents a range of factors which likely rad-
icalised the individual, and which may have motivated him to commit violence. As
such, itis difficult to accurately assess the degree to which content consumed on the
Platforms was more or less causative than these other factors - and subsequently,
the degree to which the platforms may need to take action to prevent future violent
events.

The providence supporting the claim that YouTube content was the primary online source
of radicalisation is the terrorist himself, primarily by way of a claim made in the mani-
festo. There is good reason to view him as an unreliable source. For example, it is well
documented that the manifesto is riddled with strategic lies, misdirection, and attempts
to incite further violence. Moreover, the Royal Commission acknowledges that the terror-
ist knew how to conceal his online activity through VPNs, TOR browsing, and encryption,
meaning that nobody knows the full range of the terrorist's internet activity. As a result,
it is plausible that YouTube played a lesser role in his radicalisation than he reports, and
less so than other online and offline environments. It is plausible that the terrorist has
an ulterior motive in singling out YouTube in his radicalisation. For example, he may be
misdirecting attention away from 4Chan and 8Chan, which regularly host content and
communications that is significantly more radical than what is permitted on YouTube.

Overall, the brief for this report is directed toward objectionable audio-visual content,
rather than the terrorist manifesto. This is not the only reason that we have excluded it
from substantial analysis within this report:

« The manifesto is a text-based document. Even when in PDF (an image format), it is
comparatively easy for automated content moderation systems to detect the pres-
ence of the manifesto. This may go some way to explaining why there seems to be
less concern about its continued availability on the platforms.

* Though obviously distressing and classified as objectionable by New Zealand’s Chief
Censor, the manifesto is a materially different document than the audio-visual
content. It is uncomfortable to describe it as less egregious than the audio-visual
content, but we cannot avoid noting that it lacks some of the more objectionable
elements. For example, it is not graphically violent, it does not contain personal
information about the victims, and it is much less accessible than the audio-visual
record of the attack.
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* While there is no question that the manifesto is in breach of the voluntary stan-
dards of the platforms, it engages legal questions around balancing limitations on
the right to convey and access information more than does the objectionable au-
dio-visual content. For example, the manifesto is regularly studied outside of New
Zealand, and is available within New Zealand by application to the Chief Censor.

In short, there are theoretical reasons why the presence of the manifesto on the plat-
forms is a qualitatively different matter than the continued presence of the video content.
These reasons influenced our shared decision with the investor group to exclude it from
the scope of our assessment.

The brief narrows focus to Google/YouTube, Facebook, and Twitter. A range of other in-
ternet platforms and websites had significant roles in reacting to the OCC which related
to the 15 March attacks, but these fall outside the scope of our assessment. We note
that a wide range of platforms are joining (or being encouraged to join) the international
and inter-platform collaborative efforts we discuss in this report. The larger platforms are
adopting a degree of responsibility for passing on best practice, and access to digital tools
where appropriate, to aid content moderation practices for the less-resourced platforms.
The investor group has also chosen to focus on these companies for strategic reasons
which include:

* The investors' view that Facebook, Alphabet and Twitter are the key companies re-
sponsible for the main platforms where the Christchurch videos were distributed in
a harmful way.

* They have the widest reach and the ability to make the investment required to mit-
igate spread.

+ They are well placed to be influencers and first movers within the industry.

The brief in Part 1 excludes matters relating to government agencies, consistent with the
investors' roles as shareholding entities in the platforms. We note that the Report of the
Royal Commission of Inquiry into the 15 March attacks is focussed almost entirely on the
role and responsibility of government agencies. We have relied on that report for under-
standing the attacks. We do pause to note that the Royal Commission identified areas
within government administration that could be improved and might prevent a future
attack.
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